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ABSTRACT

The European Anti-Fraud Office is established in order to step up the fight against fraud, cor-
ruption and other illegal activity affecting the financial interests of the European Union. In
that fight essence of investigation makes a digital forensic procedure. Digital forensic procedure
implies a technological inspection, acquisition, and examination of digital media or their
contents using forensic equipment and software tools. The objective of digital forensic procedure
is to locate, identify and collect data which may be relevant to an investigation and use it as
evidence in administrative, disciplinary and judicial procedures. These operations can include
acquiring personal data what may be perceived as privacy invasive. In this paper, the authors
will try to analyze the legislation of European Union in this field and the European Anti-
Fraud Office legislation in order to explain the conditions of use and protection of personal
data.
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1. INTRODUCTION

The right to privacy falls into the rights of a new generation. Privacy is a funda-
mental right that protects the private sphere of life of an individual. The protec-
tion of the right to privacy allows the life and development of a human without
arbitrary interference of the state and other parties. In recent years, there is an
increasing need for protection of the right to privacy, because the development of
science and technology opens up large opportunities for endangering the private
sphere of a human life.? In this Digital Age, faster exchange of personal data, es-
pecially on-line, creates the possibility of easy access and abuse to a large number
of individuals and companies. When it comes to data relating to private life they
are part of the private sphere, i.e. human right to live how they want, protected
from the public to some extent.’ Therefore, the right to respect a private life limits
the extent to which the individual himself brings his private life into contact with
public life or in close connection with other protected interests.* But, sometimes
it is necessary to use some data, which fall into the category of personal data, in
order to carry out certain activities to satisfy public interest by both national and
international institutions. One of those interests is controlling the EU budget
expenditure.

The responsibility for spending of financial resources of the Union is an issue that
is on the list of priorities for both its institutions and EU Member States.” The
European Anti-Fraud Office (OLAF), based in Brussels, is established at the Eu-
ropean Union level in order to ensure effective protection of its financial interests.
It has been established in 1999, based on the Decision of the European Commis-
sion, as an independent body with power to investigate possible financial offenses
that could endanger the financial interests of the European Union.® OLAF carries
out investigations into the existence of irregularities, regardless of whether such
irregularities deserve criminal or other kind of prosecution. Its jurisdiction is the
prevention of irregularities relating to the expenditure of European Union funds.”

Dimitrijevi¢, V.; Popovi¢, D.; Papié, T.; Petrovié, V.; Medunarodno pravo ljudskih prava, Beogradski
centar za ljudska prava, Beograd, 2007, p. 203.

Dimitrijevi¢, V.; Paunovi¢, M.; Deri¢, V.; Ljudska prava, Beogradski centar za ljudska prava, Dosije,
Beograd 1997, p. 286.

4 Thid.

Rabrenovi¢, A., Odgovornost za trosenje finansijskih sredstava Evropske unije, in: 50 godina Evropske
unije, Institut za uporedno pravo, Vlada Srbije - Kancelarija za pridruzivanje Evropskoj uniji, Beograd,
2007, p. 186.

¢ Commission decision of 28. April 1999 establishing the European Anti Fraud Office (OLAF) (notified
under document number SEC (1999) 802) 1999/352/EC, ESC, Euroatom) [1999] OJ L136/20.
Article 1 of Decision No 352/1999. Cited by Suput, J., Zastita finansijskikh interesa Evropske unije-us-
postavljanje AFCOS sistema, Pravni Zivot, No 7-8, 2014, p. 24.
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It is part of the European Commission and conducts fraud investigations in all
European Union countries and within the European institutions themselves. It
can also conduct investigations in non-EU countries with which it has agreements.

OLAF is not competent to fight fraud that does not concern the budget of the
European Union. In other words, EU money has to be involved. The same goes
for the fight against corruption: OLAF can only investigate cases where EU staff
appears to be involved.® When OLAF control is carried out in the territory of the
Member State, authorities in that territory are obliged to provide all necessary as-
sistance to its inspectors during controls and inspections.” The control is done by
examining the books and records, invoices, contracts, receipts, bank statements
and computer databases. It includes physical verification, check of the quantity
and nature of goods ordered or the quality of service, taking and checking of
samples, control of completed works and investments from the European Union
funds, as well as insight into the technical implementation of subsidized proj-
ects.'” The information gathered during the control are representing a business se-
cret, in accordance with national regulations of the country in whose territory the
inspection was conducted, and may only be used for the protection of the finan-
cial interests of the Union. Materials and documentation collected in the process
of inspection may be used as evidence in administrative or judicial proceedings in
the territory of the State where the irregularity was detected at the expense of the
financial interests of the European Union.

The European Anti-Fraud Office is not a judicial authority or law enforcement
agency. The punishment of the perpetrators of any violations or criminal offenses
against the financial interests of the European Union is the responsibility of the
police and judicial authorities of the countries on whose territory OLAF performs
its financial investigations. Accordingly OLAF collects data and submits them to
relevant institutions at the national level."" In that way, relevant institutions are
able to use the information and data that OLAF collects during its investigation.

8 1AACA, European Anti-Fraud Office, URL=http://www.iaaca.org/AntiCorruptionAuthorities/Byln-
ternationalOrganizations/InterGovernmentalOrganization/201202/t20120215_805457.shtml. ~ Ac-
cessed 31 January 2017.

> Article 4, Paragraph 1 of the Council Regulation (Euroatom, EC) No 2185/96 of 11 November 1996
concerning on-the-spot checks inspections carries out by the Commission in order to protect the Euro-
pean Communities” financial interests against fraud and other irregularities. Cited by Suput, J. ap.cir.
note 7 , p. 25.

10 Jbid. Article 4.

Reljanovi¢, M.; Ivanovi¢, Z.; Evropska kancelarija za borbu protiv finansijskih prestupa in: Borba protiv
korupcije, iskustva i poredenja, Ciri¢, J. (ed.), Beograd, 2013, p. 113.
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The European Anti-Fraud Office has the right of access under the same conditions
as national administrative inspectors to all the information and documents con-
cerning economic activities, including computer data necessary to conduct proper
inspections.'* A special kind of evidences is data on a digital media, i.e. the infor-
mation contained in the digital form. They are further processed and prepared for
the purpose of a possible proof of certain facts in court proceedings. However, also
in a digital media you can found a large number of personal data, and that always
raises the question of the efficiency of their protection, both in general and at the
institutional level.

During development of the legal protection of personal data in the European
Union, emerged the need for more specific protection of personal data from abuse.
Legal regulations are developed gradually, and some institutions have established
their own rules of procedure relating to the collection and disposal of personal
data in a digital form. Under personal data we consider any information that can
point to a particular person, such as name, phone number or photo. Personal
data can be collected directly from individual person or from the database. Thus,
the data collected may be made available to a larger number of entities and may
be used for other purposes.” Privacy as an ethical concept and as a fundamental
human right is not static. The privacy concerns and expectations of research par-
ticipants are likely to evolve in the upcoming years.'*

Although, at the level of the European Union, there are a number of regulations
that provide effective mechanisms of personal data protection, certain institutions
adopted internal acts for employees regulating the manner of handling in order
to protect personal data. The same approach in this regard is also present at the
European Anti-Fraud Office.

2. LEGAL PROTECTION OF PERSONAL DATA

The Universal Declaration on Human Rights (Universal Declaration) was the
first legal document which provides protection of personal data at the interna-
tional level."® Besides Universal Declaration, the International Covenant on Civil

2 Council Regulation (Euroatom, EC) No 2185/96, 0p. cit. Article 7.

Nikodinovska-Stefanovska, S., Lisbon Treaty and the Protection of Personal Data in the European Union,
in: Harmonizacija zakonodavstva Republike Srbije sa pravom Evropske unije (II), Dimitrijevi¢, D.;
Miljus B. (ur.), Beograd, 2012, p. 717.

1 Joly, Y;; Dyke, S.O0.M.; Knoppers, B.M.; Pastinen, T., Are Data Sharing and Privacy Protection Mutually
Exclusive?, Cell 167, Elsevier Inc, November 17, 2016, p. 1153.

The Universal Declaration on Human Rights, adopted by the UN General Assembly on 10 December
1948, in Paris, General Assembly Resolution 217A, United Nations. Universal Declaration was pro-

Jelena Kosti¢, Sanja Jelisavac Tro$i¢: DIGITAL FORENSIC PROCEDURES OF EUROPEAN ... 35



and Political Rights (ICCPR) and the European Convention on Human Rights
(ECHR) (formally the Convention for the Protection of Human Rights and Fun-
damental Freedoms) also has provisions for the protection of personal data.'® Ac-
cording to Article 12 of the Universal Declaration no one shall be subjected to
arbitrary interference with her/his privacy, family, home or correspondence, or to
attacks upon her/his honor and reputation. Everyone has a protection provided
by the law against such interference or attacks. The same right to protect privacy
is guaranteed by Article 17 of the International Covenant on Civil and Politi-
cal Rights. The European Convention on Human Rights mentions the right to
respect private and family life, home and correspondence. The term implies the
respect and protection of the individual against arbitrary interference with privacy
by public authorities, but requires the state to actively participate in the provision
of the mentioned law."” It is therefore necessary both at national and international
level to establish effective mechanisms for prevention of a behavior that can be
arbitrary interference in the private life of individuals.

Modern development of science and technology opens up previously unimagined
possibilities of interference in the most intimate parts of human life."® One of the
first documents that provide protection of personal data in digital form in the
European Union is the Convention for the Protection of Individuals with regard
to Automatic Processing of Personal Data from 1981." It envisages the obligation

claimed as a common standard of achievements for all peoples and all nations. Text of the Declaration
can be found at: URL=www.un.org/en/universal-declaration-human-rights/. Accessed 02 February
2016.

The International Covenant on Civil and Political Rights (ICCPR) was adopted and opened for
signature, ratification and accession by United Nations General Assembly resolution 2200A (XXI) of
16 December 1966. That document entered into force on 23 March 1976. Law on ratification of IC-
CPR, Sluzbeni list SFRJ-Medunarodni ugovori (Official Gazette SFRY-International Agreements), No
7/1971. The European Convention for the Protection of Human Rights and Fundamental Freedoms
was ratified by the Law on Ratification of the European Convention for the Protection of Human
Rights and Fundamental Freedoms, as amended by Protocol 11, Protocol to the Convention for the
Protection of Human Rights and Fundamental Freedoms, Protocol No. 4 to the Convention for the
Protection of human rights and Fundamental freedoms securing certain rights and freedoms that are
not included in the Convention and the first Protocol thereto, Protocol No. 6 to the Convention for
the protection of human rights and Fundamental freedoms concerning the abolition of the death pen-
alty, Protocol No. 7 to the Convention for the protection of human rights and Fundamental freedoms,
Protocol No. 12 to the Convention for the protection of human rights and Fundamental freedoms
and Protocol No. 13 to the Convention for the protection of human rights and Fundamental freedoms
concerning the abolition of the death penalty in all circumstances, Sluzbeni list SFRJ-Medunarodni
ugovori (Official Gazette SCG-International Agreements), No. 9/2003 and 5/2005.

Paunovi¢, M.; Krivokapi¢, B.; Krsti¢, 1.; Osnovi medunarodnib ljudskih prava, Megatrend univerzitet,
Beograd, 2007. p. 217.

Dimitrijevi¢ et al., op. cit. note 2, p. 203.

The Convention for the Protection of Individuals with regard to automatic processing of Personal data.
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of every country to respect the rights and fundamental freedoms of every person,
especially the right to privacy during the automatic processing of personal data.*

When it comes to the Community institutions and bodies of the European Union,
the first time the protection of personal data is referred to was in Article 286 of
the Treaty establishing the European Community. According to that provision,
the Community is taking measures for the protection of personal data during data
processing and exchanging of Community institutions and bodies.”’ The mecha-
nisms to achieve this objective are contained in the Regulation on the protection
with regard to the processing of personal data by the Community institutions and
bodies and on the free movement of such data No. 45 of 2001 (hereinafter the
Regulation).” When collecting personal data in digital form the OLAF employees
are obliged to comply with the provisions of the Regulation. Given that a large
number of financial data is nowadays in digital form, such data are often subject
to digital forensics, which is carried out in special OLAF laboratories. Since often
among the financial data can also be found personal data, they must be processed
in accordance with applicable regulations of the European Union. That is why the
European Anti-Fraud Office issued special instructions to be followed by employ-
ees during digital data processing.*

3. OLAF - COLLECTING DIGITAL EVIDENCE AND
PROTECTION OF PERSONAL DATA

Since OLAF is the European Commission institution, it is required in conducting
their investigations, i.e. when collecting data in digital form, to primarily obey the
provisions of Regulation No 45/2001. However, this does not mean that when

‘The Convention was adopted and opened for accession in Strasbourg 28.01.1981. Convention entered
into force in 1985. Text of the Convention can be found at:
URL=www.coe.int/en/web/conventions/full-list/-/conventions/rms/090000168007b37. Accessed 07
February 2016.

2 [bid. Article 1.

21 The Consolidated version of the Treaty establishing the European Community [1997] OJ C340 and
[2002] OJC325. Text of the Treaty can be found at:
URL=www.cu-lex.curopa.eu/legl-content/EN/TXT/?2uri=CELEX%3A12002E%2FTXT. Accessed 03
February 2016.

2 Regulation (EC) No 45/2001 of the European Parliament and of the Council of 18 December 2000
on the protection of individuals with regard to the processing of personal data by the Community
institutions and bodies and on the free movement of such data, Text of the Regulation can be found at:
URL=http://secure.edps.curopa.cu/ EDPSWEB/webday/site/my/Site/shared/Documents/ EDPS/Dat-
aProt/Legislation/Reg_45-2001_EN.pdf. Accessed 04 February 2016.

»  Guidelines on Digital Forensic Procedures for OLAF Staff,15. February 2016, Text can be found
at: URL=https://ec.europa.eu/anti-fraud/sites/antifraud/files/guidelines_en.pdf. Accessed 08 February
2016.
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performing investigations the European Anti-Fraud Office does not apply internal
rules and procedures. OLAF has the right during inspection to access all informa-
tion relevant to the investigation, including digital data and databases. It is autho-
rized to check the accounts and financial records of institutions, bodies, offices
and agencies. In order to take adequate inspection measures inspectors or auditors
employed by OLAF may take a copy of any document. They have the same rights
in this respect, as well as national inspectors in accordance with the regulations
of the country where the controls or inspections are conducted. Also, there is an
obligation of the employees of the institution in which inspection is carried out to
provide OLAF personnel the data necessary to carry out their activities.*

The data that are taken in the process of inspection, which can serve as evidence
in subsequent proceedings, must be protected as a confidential data in the same
manner as the data that are in similar situations provided protection at the nation-
al level. These data can not be disclosed to anyone, except the person or institution
in the Member State whose function requires that such data to be used in their
work. They can be used solely for the purpose of protecting the financial interests
of the European Union. If irregularities are detected in the work of the institutions
whose operations is being investigated, the Commission should immediately in-
form the competent authorities of the Member State in question. In any case it is
necessary to inform the competent authorities in relation to the reported results of
the inspection. The Commission has an obligation to prepare a draft report which
is an integral part of the collected materials and evidence in the future to be used
as evidence in a possible misdemeanor or criminal proceedings, in the same way as
in the case where the materials and evidence collected by the competent national
authority.” If the national inspectors participated in the inspection and control,
they are also obliged to sign the report.?® Bearing in mind that OLAF represents
the kind of budget inspection of the European Union, it should be noted that it is
also responsible for providing evidence for future legal proceedings with regard to
violations of the financial interests of the Union.

When the digital evidence began to be accepted as equal to the other evidence in
the court, digital forensic has developed, as part of forensic science, whose subject

2 Council Regulation (EUROATOM, EC) No 2185/96 of 11 November 1996 concerning on the spot
checks and inspections carried out by the Commission in order to protect the European Communities’
financial interests against fraud and other irregularities, Article 7., OJ L 292/96, URL=https://publi-
cations.europa.eu/en/publication-detail/-/publication/adc86f79-268e-4ac4-8ae5-85c70ade888f/lan-
guage-en. Accessed 07 February 2016.

»  The Commission is responsible for ensuring that Member States respect European Union laws.

2 Jhid. Article 8.
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is legal analyzes of the obtained evidence found in computer and digital media.*”
Sometimes in order to provide relevant evidence the large amount of personal data
are also collected. Therefore, there are the possibilities of violations of right to pri-
vacy, not only during data collection and processing, but also in delivering these
data to other relevant institutions. In order to avoid violations of right to privacy,
when performing digital forensics, OLAF employees have an obligation to comply
with that provision of Regulation No 45/2001 and Guidelines on Digital Forensic
Procedures for OLAF Staff.

3.1. Protection and free movement of personal data

The provisions of Regulation on the protection of individuals with regard to the
processing of personal data by the Community institutions and bodies and on the
free movement of such data are obliged to adhere to all institutions and bodies
which are established in accordance with the provisions of the Treaty establishing
the European Community.”® One such body is the European Anti-Fraud Office. It
has the obligation, during digital forensic operations, to protect the fundamental
rights and freedoms of natural persons, and in particular their right to privacy
with respect to the processing of personal data and to allow the free exchange of
such data with other EU bodies and Member States.” The Regulation also applies
to the processing of personal data wholly or partly by automatic means (automatic
data processing).*

Data provided by OLAF delivered to the Member States in order to carry out the
responsibilities of entities on their territories can be delivered only if it is necessary
to exercise the powers in the public interest, or if it is a public institution provid-
ing data to perform its obligation from its jurisdiction, or if the recipient proves
that these data are really necessary and if it proves that there is no possibility to
harm legally protected personnel interests of persons whose data are submitted.”!

When institutions or bodies of the European Union, or countries that have na-
tional legislation in accordance with Directive 95/46 /EC are not in question

¥ Kora¢, Vi; Prlja D.; Gasmi, G., High Technology Criminal and Digital Foresics, in: Preventing and Com-

bating Cybercrime, Cluj_Napoca, Accent, 2016, p. 93.

% Regulation (EC) No 45/2001 of the European Parliament and of the Council of 18 December 2000
on the protection of individuals with regard to the processing of personal data by the Community

institutions and bodies and on the free movement of such data [2001] OJ L008 pp. 0001 — 0022.
2 Ibid. Article 1.
3 Jbid. Article 3.
>t Ibid. Article 7-8.
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special conditions shall be applied.*> Under these conditions, personal data may
be submitted only if the protection of personal data is provided at an adequate
level, and if the submission of these data is done solely for the purpose of perform-
ing legal powers by the person requesting the information. When it comes to an
adequate level of protection at the level of countries that are not members of the
European Union or international organizations, they should be treated depending
on the particular circumstances, such as: nature of the information that is pro-
vided, the duration of the procedure of processing such data, respect for the rule
of law in the country where the information is provided on both the general and
at the institutional level as well as the security measures that are taken to protect
data. If it is concluded that the level of protection of personal data in the country
of international institutions is not adequate, the data will not be send, and OLAF
should inform about that decision the Commission and data protection officer.
In this case the Commission, not OLAF, exclusively informs the third party of a
refusal. Exception from that rule is only if the person, to whom the personal data
are relating, give explicit consent, as well as other conditions prescribed in the
Regulation. In such situations it is also necessary to inform data protection officer

at EU level.?

The collection, processing and exchange of special categories of data such as eth-
nic origin, political opinions, religious or philosophical beliefs, membership in
business associations or data relating to health and sex life is strictly prohibited.
However, there is a possible deviation in the case of one of the exceptions set
out in the Regulation. The exception is the explicit consent of the person whose
personal data is processed during the investigation.** Any person who considers
that her or his privacy rights are violated as a result of taking action by OLAF can
lodge a complaint to the European data protection supervisor or to the European

Ombudsman.?

32 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the pro-
tection of individuals with regard to the processing of personal data and on the free movement of such
data. In accordance with mentioned Directive, Member States shall protect the fundamental rights and
freedoms of natural persons and in particular their right to privacy with respect to the processing of
personal data.

¥ Ibid. Article 9.

3 Ibid. Article 10.

3 'The European data protection supervisor (EDPS) in an independent supervisory authority established

by the Regulation No 45/2001 devoted to protecting personal data and privacy and to promoting good
practice in the EU institutions and bodies. More information about mentioned authority can be found
on the website: http://secure.edps.europa.eu/EPDSWEB/edps/EDPS The European Ombudsman is
an independent and impartial body that holds the EU administration to account. Mentioned body
investigates complaints about maladministration in EU institutions, bodies, offices and agencies. The
Ombudsman may find maladministration if an institution fails to respect fundamental rights, legal
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3.2. Rights and obligations when processing personal data

When it comes to the use of personal data we saw rights and obligations of the
institution and employees that collect them. But also a person whose data is used

by OLAF has certain rights.

When taking personal data OLAF employee is obliged to communicate to per-
son in question she/he identity, the purpose for which such data is collected and
the name of the institutions and bodies that will be allowed to use this infor-
mation. In addition, it is required that person in question should be informed
when answering certain questions mandatory, and when voluntarily, as well as the
consequences of failure to give answers, to be informed of the right of access to
data concerning she/he personality, the right to revise these data. The person in
question should also be given additional information, such as the legal basis for
the collection of data, the time limit for storing the data, the right to contact at
any time the supervisor for personal data protection in the European Union. Also
the person from whom the personal data are collected will be given any additional
information, bearing in mind the special circumstances under which the data were
collected, in order to ensure protection of the right to privacy.*®

In some cases, personal data have not been obtained from the data subject. Then
it is necessary that a person who collects information at the time of taking, if a
disclosure to a third party is envisaged, inform the person to whom they relate
about the purpose for which they are collected, the data category, the category of
recipients, the existence of the right of access or modification of data concerning
data subject, as well to offer additional information concerning a legal basis for
an action for which the data is collected, the time period of storing such data, the
right to apply to the supervisor for the protection of personal data at the European
level Union, the origin of the data (how to reach these data) unless that person is
unable to disclose the information due to professional secrecy, as well as any other
information that depending on the circumstances is necessary to ensure legality

of such data.’”

Also, a subject whose personal data are used in the process of digital forensics,
has the right to access this information, right of correction, the right to block

rules or principles, or the principles of good administration. Any citizen or resident of the European
Union or business, association, or other body with a registered office in the Union can lodge a com-
plaint. Ombudsman only deal with complaints concerning the EU administrations. Complaint can be
sumitted electronicaly or printed out and sent by post. More information about mentioned body can
be found on the web-site: URL=http://www.ombudsman.curopa.cu/home.faces

% Ibid. Article 11.

3 Ibid. Article 12.
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their use, deletion, right to request the modification and deletion of data that
are communicated to a third party (unless it does not require additional efforts),
and have requested that she/he identity not mentioned in the decision. However,
these rights may be denied, and if necessary, take the necessary measures in order:
prevention, investigation, detection and prosecution of criminal offenses, if it is
an important economic or financial interest of a Member State or the European
Community, by which it means a circumstance which belongs to monetary, bud-
getary or tax matter.’®

When it comes to personal data which are the subject of digital forensics by ex-
perts employed in OLAE that organization in compliance with the provisions
of Regulation, is obliged to deny access unauthorized persons to computerized
systems used for the processing of personal data, and to prevent unauthorized
reading, copying, modification or transfer of data stored on digital media, as well
as unlawful destruction, modification or deletion of data stored on digital media.
Obligations of OLAF in connection with the above consists in preventing unau-
thorized persons to use the system for processing data, ensuring that at any time
can be checked when, where and who participated in the processing of personal
data, ensuring that data can only be delivered, in accordance with the relevant legal
documents, to the other institutions. During transport of media in which personal
data are kept, personal data can not be read, copied or erased by unauthorized per-
sons.” Therefore, in accordance with the provisions of the Regulation, Guidelines
on Digital Forensic Procedures for OLAF Staff provides for monitoring entry and
exit of authorized persons in the laboratory for digital forensics, as well as the ob-
ligation of recording the persons involved in the processing which are authorized
to access personal data. The Regulation provides for certain measures for recording
any damage related to the digital media where personal data are stored, as well as
measures for recording communication between persons involved in the process
of personal data processing.

3.3. Data protection officer

The European Anti-Fraud Office in accordance with Article 24 of Regulation ap-
points officers for the protection of personal data. Data protection officer com-
mitments are: to ensure that persons who process personal data, as well as persons
whose data is processed should be made aware of their rights and obligations
pertaining to them in accordance with the Regulation, to respond to requests
to monitor protection of personal data at the level of the European Union, to

3 Ibid. Article 20.
¥ Ibid. Article 21.
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cooperate with supervisors to ensure the internal application of the provisions of
the Regulation to lead register of activities related to data processing, to inform
the manager for the protection of personal data in the European Union if certain
operations pose a particular risk to the violation of privacy rights, and to ensure
that data processing respect all the rights of the individuals whose personal data
are subject to processing.*’

Data suspected to contain a high level of risk in terms of potential violation of
privacy rights are, for example, information with respect to whom there is a sus-
picion of certain criminal offenses, violations, as well as data contained in court
rulings, or information on safety measures relating to the assessment of the per-
sonal qualities and abilities of a specific person. After receiving the notification
data protection officer in the European Union gives its opinion and recommenda-
tions to OLAF in order to most effectively protect personal data in their process-
ing procedure. The European Anti-Fraud Office also has an obligation to submit
proof on the implementation of the recommendations to a data protection officer.
Given that this is a very sensitive data and a specific situation, the person respon-
sible for the protection of personal data at the level of OLAF is obliged to seek
opinion from the data protection officer before the start of the processing of such
data. Apart from these situations, it is possible that the case file contains infor-
mation on a large number of people, which are not relevant to the investigation
conducted by the European Anti-Fraud Office. Notification to such persons that
their data are stored in the file would be too much time consuming and burden
for OLAE However, bearing in mind that these are personal data, it is essential
that the person responsible for the protection of personal data seek the opinion
of the data protection officer for the protection of personal data at EU level. In
order to ensure in the internal level that measures necessary for the protection of
personal data are conducted in accordance with Regulation 45/2001, EU issued a
Guideline which defines the manner of employees in relation to personal data in
the process of digital forensics.

3.4. Protection of personal data in accordance with OLAF Guidelines

Guidelines on Digital Forensic Procedures for OLAF Staff were adopted in
2016.*" Its provisions are applied in the process of identification, collection, pro-
cessing, analysis and storage of digital evidence, while their goal is to establish
rules for conducting digital forensics, to ensure the integrity and quality of the

4 Jbid. Article 24.
4

Guidelines on Digital Forensic Procedures for OLAF Staff, European Commission, European Anti-Fraud
Office, 15 February 2016.
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evidence that is admissible in court proceedings. Adoption of these rules achieves
two objectives. One is to provide valid evidence in eventual court proceedings,
and the other is the protection of personal data from abuse. The provisions of
the Guidelines defines that the digital forensics laboratory, in the framework of
OLAF, should be physically separated from other rooms and equipped with means
for monitoring the entry and exit of authorized persons. Also, they are required
to record communication between persons who access data and those involved in
data processing. A person who carries out the procedure of digital forensics before
undertaking any activities informs the person whose data are subject to process-
ing, by submitting “OLAF digital forensic operations information leaflet”. In ad-
dition, it is also obliged to provide answers to questions to persons whose data are
subject to processing, concerning the specific procedures of digital forensics.

In order to ensure compliance with the provisions of all relevant legislation, a per-
son who conducts digital forensics has the obligation to draw up a written report
in which will be described method, the process of collection and storage of data
being processed. The same report describes possible damage incurred in connec-
tion with digital data. Also, the report should indicate the complaints related to
personal data. In addition, the report should include data on all persons involved
in the process of collection and processing of evidence which are the subject of
digital forensics.** A special part of the Guidelines relates to the special protection
of personal data. Accordingly, information concerning marital status and informa-
tion about children can only be included in the case file if they are relevant to the
investigation.®

During the preparation and implementation of activities that fall into digital fo-
rensics, conducted at the level of OLAEF, persons employed in the mentioned insti-
tutions are required, when it comes to personal data, to comply with the provisions
of Regulation No 45/2001. Guidelines on Digital Forensic Procedures for OLAF
Staff were adopted to facilitate the application of these provisions. Therefore, in
situations that are not defined in the Guidelines directly applicable are provisions
of the aforementioned Regulation.

4. CONCLUSION

Digital Forensics by the European Anti-Fraud Office is carried out mainly for the
purpose of producing evidences for court proceedings. Considering the fact that
among digital data investigator can found a large number of personal data it is

2 Jbid. Article 4.
B JIbid. Article 9.
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important for OLAF to act in accordance with the provisions regulating the pro-
tection of privacy rights. Such provisions are prescribed by Regulation on the pro-
tection of individuals with regard to the processing of personal data by the Com-
munity institutions and bodies and on the free movement of such data. However,
that Regulation, in addition contains a large number of exceptions to the rules.
It is therefore of a great importance, for the legality of the OLAF activities, the
adequate selection of officials within the institution. Those officials are authorized
to monitor the application of Regulation No 45/2001 and cooperation with su-
pervisors for personal data protection in the European Union.

Bearing in mind that in the process of digital forensics personal data should be
handled in a special way, at the level of the OLAF was adopted Guidelines on
Digital Forensic Procedures for OLAF Staff. Application of the Guidelines has
two objectives. One is to protect the integrity of digital data in order for these data
to be used in the future as evidence by the competent authorities of the Member
States. The second is to increase the effectiveness of protection of personal data
at the level of institution. The special quality of the Guidelines provide measures
that are prescribed, relating to the submission of the “OLAF digital forensic op-
erations information leaflet” to a person whose data are subject to processing;
the provisions on monitoring the entry and exit from the laboratory; recording
communication of a person who processes data with other persons; and the obli-
gation of drawing up reports on the method of collecting and storing data; as well
as specific information on possible damage that occurs during the processing of
these data; also a data on complaints submitted by authorized persons and data
related to information on all persons who have been involved in the process of
digital forensics. Guidelines that is compatible with the provisions of Regulation
constitutes a kind of written procedures that all employees involved in the process
of digital forensics are required to apply. Bearing in mind that Guidelines is a
mean for effective implementation of the provisions of the Regulation on the level
of the institution, its practical application oversees data protection officer at the
European Anti-Fraud Office.
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