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Abstract: Since artificial intelligence (AI) has been integrated into our digital communication landscape, there have 
been major changes in how political campaigns are strategically designed and how public opinion is influenced. With the help of 
machine learning (ML), generative models (GM) and natural language processing (NLP), AI tools have introduced new opportuni-
ties for political engagement. Today, thanks to AI-driven data analytics, we can micro-target voters based on their psychographic 
profiles and adapt political messages with incredible precision. On the other hand, generative AI technologies are increasingly 
used to spread false information or to imitate political endorsements, which has a great impact on public opinion. The dissemina-
tion of such content can greatly reinforce ideological prejudices and contribute to social divisions. This paper draws on recent 
empirical research and case studies to illustrate how AI-generated disinformation campaigns can affect electoral processes 
and undermine trust in democratic institutions. Various examples, such as the use of bots to control social media to deepfake 
content impersonating political figures, show that ethical, technological and legal safeguards are urgently needed. Furthermore, 
this paper supports an approach to AI governance that strikes a balance between promoting innovation and reducing harm. This 
implies the development of tools for AI detection, transparency measures and cooperation between sectors in order to promote 
responsibility and integrity of information. Greater digital literacy among citizens and proactive policy responses will be necessary 
in the near future to ensure the resilience of democratic systems due to the increasingly rapid development of AI technology.
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Between Progress and Peril: The Role of Artificial Intelligence (AI) in 
Shaping Modern Political Communication

Introduction

According to Fetzer and Fetzer (1990), artificial intelligence (AI) is the ability of computers to imitate 
human intelligence and to think and learn in the same ways as human beings. The impact of AI, due to 
its rapid development, is becoming greater in numerous fields, especially in politics. The rise of digital 
technology has brought a host of highly complex challenges to the sharing, reliability and consumption of 
political information. This shift prompts a careful examination of the role of AI in political communication and 
highlights the need for strategies that promote greater transparency and, in our digital age, foster informed 
public discussions (Bareis and Katzenbach, 2022).

The acceptance of cultural values and public opinion are greatly influenced by the media, many of 
which are deceptively promoted as independent ideas (Baltezarević et al., 2014). However, the rise of new 
technologies is increasingly suppressing traditional cultural values ​​and narratives, often replacing them 
with algorithmically generated content (Baltezarević et al., 2019). AI has revolutionized the way we analyze 
extensive data sets, including demographic, behavioral, and psychological data derived from individuals’ 
online behaviors, as well as the growing issue of deepfakes (Chester and Montgomery, 2017). These tools 
are often used to create persuasive political messages (Carr, 2011).The emergence of “deepfakes,” that is, 
realistic fake videos produced through AI-based facial manipulation, has raised social alarms due to their 
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ability to imitate a person’s actions or speech with minimal signs of manipulation (Chawla, 2019). 
Alexander Nix (the former CEO of Cambridge Analytica) mentioned that by understanding the psy-

chological characteristics of target audiences, political communications can be adjusted to connect with 
specific traits, be it emotional, rational, or fear-driven (Mermoud, 2017). Large language models (LLMs) 
are typically fine-tuned to boost user engagement by spotting patterns that create emotionally resonant 
and engaging content (Ethayarajh et al., 2024). A focus on engagement can often amplify controversial 
narratives, as people tend to connect with content that is consistent with their beliefs (Brady et al., 2017).

More than half of Americans voiced serious concerns about the spread of AI-generated political 
propaganda, according to a 2023 survey, while 23% were only moderately concerned (Statista Research 
Department, 2024). These worries are not unfounded, as there have already been several reports of AI 
being abused in political communication. For instance, the founder of the investigative website Bellingcat, 
Eliot Higgins, created fake photos of Donald Trump’s arrest using the Midjourney AI platform, and the 
German political party AfD used AI-generated graphics to inflame anti-refugee sentiment (Matheis, 2023). 

According to a recent survey, social media is one of the main sources of news for 56% of respond-
ents, but almost 70% of them believe that it is also the largest source of false information, raising serious 
questions about its reliability (Weforum, 2024). This dynamic, with the advent of generative artificial intel-
ligence (GenAI), only adds to the complexity. GenAI systems can both create and identify fake content 
(Loth et al., 2024). For example, OpenAI’s GPT models are able to produce content that closely resembles 
the style, tone, and structure of reliable news sources, making it difficult to distinguish between authentic 
journalism and made-up stories (Brown et al., 2020).

To tackle this challenge, technology and human oversight must collaborate. Large language models 
(LLMs) can indeed spread false information, but they also have the potential to help us fight against it (as-
suming we implement human intervention effectively). It’s vital for users, content moderators, and news 
organizations to take proactive measures to curb the dissemination of misleading information. Reporting 
questionable content can enhance AI detection systems and help quickly identify harmful or deceptive 
information (Virginia Tech, 2024). 

On a broader level, AI has significant implications for democratic processes. The ability of AI to 
create misleading information, influence voter behavior, and potentially undermine election integrity is a 
major concern (Coeckelbergh, 2022). Yu, 2024 in their study highlights the necessity of finding a balance 
between robust regulatory measures, technological advancements, and ethical oversight to mitigate these 
risks. With the potential to distort political realities and threaten democratic institutions, deepfakes and AI-
generated misinformation are among the most pressing threats to the integrity of elections. 

Ultimately, it’s essential to reflect on the ethical implications and the potential of AI technologies as 
they advance. Since AI is still in the early days of development, continuous research, development, and 
critical evaluation are key to solving current issues and shaping the future of this technology in a way that 
bolsters democratic processes instead of undermining them (Baltezarević and Baltezarević, 2024).

In order to explore this dynamic more thoroughly, this paper is guided by the following research questions:
1.	In what way does artificial intelligence (AI) influence and change strategies in the field of political 

communication in modern democratic societies?
2.	How does AI-powered voter profiling influence the shaping of public opinion?
3.	What ethical and legal issues emerge from the political use of deepfakes and AI-generated misinformation?
4.	How do AI algorithms lead to political polarization on social media by creating filter bubbles and echo 

chambers?
5.	What legal and technological measures can be implemented to minimize the dangers of AI misuse 

while still upholding free speech and democratic values?

The Role of AI in Political Communication, Campaign Strategy, and Public Opinion Manipulation
AI is defined as any computer or algorithm that can observe its surroundings, learn from them, 

and make smart decisions based on that knowledge. This definition is quite expansive and includes a 
variety of technologies, but machine learning (ML) techniques are currently some of the most popular 
approaches (Samoili et al., 2020).

AI is dramatically changing the way politicians connect with the public and shape opinions. Its abil-
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ity to analyze complex data, process information, and adjust communication strategies based on user 
preferences makes it a game-changer in modern politics (Crawford, 2021). One of the key applications of 
AI in this field is data-driven voter profiling, where potential voters are linked to personality types through 
AI-powered analytics. When we classify personality types using psychographic and demographic fac-
tors, we can make informed predictions about how people will respond to different stimuli. This skill gives 
campaigns a crucial advantage, helping them to sway swing voters and inspire their target audience to 
participate in elections (Wakefield, 2019).

To make sense of the huge amounts of data flowing from social media and online platforms, politi-
cians are increasingly turning to AI-based analytics to get a clearer picture of what voters really think and 
feel (Battista and Uva, 2023). This growing reliance on AI tools is enhancing election campaigns and com-
munication strategies, making them more targeted and effective (Alvarez et al., 2023). AI also allows for 
real-time monitoring of public sentiment on political issues, debates, and candidates. Campaigns can lev-
erage this data to identify potential voters and tailor personalized ads that either encourage or discourage 
them from voting. Consequently, political leaders can adjust their positions and communication strategies 
to keep up with the constantly shifting landscape of online public opinion (Lutkevich and Hildreth, 2022).

AI is revolutionizing campaign management by not only boosting financial contributions but also 
enhancing how messages are crafted. A striking example of this is the “Vote Leave” campaign during the 
Brexit referendum, which cleverly used A/B testing to tailor their messages for specific demographic seg-
ments. Campaign director Dominic Cummings explained that the catchphrase “Let’s take back control” 
was deeply rooted in a careful analysis of public opinion on the European Union (EU). Through their 
iterative testing, they found that the word “back” in the slogan sparked anger by triggering loss aversion, 
the psychological tendency to prefer avoiding losses over acquiring equivalent gains, especially when it 
comes to control (Schneider, 2017).

To more effectively reach and engage their target voters, candidates and their campaign staff 
can harness the predictive power of AI by combining data from a variety of sources (Crilley, 2018). This 
capability allows for the development of highly customized political messages that resonate with voters’ 
unique needs and preferences, enhancing the campaign’s overall impact (Nunziata, 2021). The use of AI 
is growing rapidly, especially for real-time fact-checking and analyzing public reactions to political events. 
For example, Microsoft’s AffectiveSpotlight employs head movements and facial expressions to assess 
viewers’ emotional responses, allowing presenters to tweak their delivery style (Murali et al., 2021).

Political debates can benefit greatly from AudienceView, which uses large language models (LLMs) 
to classify audience feedback, thus directly helping journalists better understand public opinion (Brannon 
et al., 2024). In addition to this system, Factiverse and Full Fact are real-time fact-checking websites that 
have introduced AI systems capable of capturing, evaluating, and analyzing political commentary in real 
time (Corney et al., 2024). A billion web pages may seem impossible to scan. However, Factiverse is mak-
ing it feasible for both companies and individuals to extract the information they require into essential, easily 
assimilated insights using intelligent prioritization and robust crawling tools (Factiverse, 2025). Full Fact is 
a British nonprofit that verifies and corrects news reports and statements that make the rounds on social 
media (Dudfield, 2025). Full Fact AI uses cutting-edge artificial intelligence to enable fact checkers, journal-
ists, researchers, and communicators to recognise, validate, and refute misleading content (Fullfact, 2025).

AI’s impact stretches far beyond just campaigning; it’s also leaving its mark on governance. One of 
the standout advantages is its knack for sifting through massive amounts of data to predict the outcomes 
of political decisions. AI has also changed how people communicate with their representatives, introduc-
ing fascinating new features like chatbots and virtual assistants on company websites and AI-powered 
social media interactions. This has opened up more direct communication channels between elected of-
ficials and the people they represent (Viudes, 2023). Still, there are some risks to consider. For instance, 
during the 2025 protests in Los Angeles, AI chatbots such as Grok and ChatGPT were found to spread 
false information because they misinterpreted images and lacked the necessary context (Gilbert, 2025). 

AI chatbots can provide voters with tailored insights about candidates and policies, which can boost 
participation and support informed decision-making (Political Communication, 2023). However, the rise 
of AI-generated content, including deepfakes and synthetic media, poses a serious risk to the integrity of 
political communication (Thornhill, 2024). These tools can be misused to spread false information, influ-
ence public opinion, and erode trust in democratic institutions, particularly in nations with lower media 
literacy levels (Funk et al., 2023). To truly harness the benefits of AI, it’s essential for governments, civil 
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society, and tech companies to collaborate and create strategies that are specifically designed for differ-
ent contexts (Hagerty and Rubinov, 2019). 

We tend to underestimate the importance of improving our digital literacy, especially given the threats 
posed by deepfakes and AI-generated disinformation. The speed at which synthetic media is evolving is 
outpacing our technology and legal systems. Encouraging media literacy and critical thinking skills has 
become a more effective and scalable way to address these problems. Recent research shows that digital 
literacy programs can successfully reduce people’s vulnerability to false information by improving their 
ability to spot content that is manipulative and better understand how certain narratives are promoted by 
algorithmic systems (Guess et al., 2020). It is also crucial that both governments and digital platforms work 
together to promote public education through accessible initiatives, such as media warnings, verified fact-
checking labels, and very clear explanations of algorithms (Roozenbeek and van der Linden, 2020). Even 
the most sophisticated detection technologies can become useless if there is no widespread digital literacy, 
as end users remain vulnerable to emotionally charged synthetic content (Sustainability Directory, 2025). 

AI-driven bots have become quite common on social media platforms. Typically powered by ML 
algorithms, these bots can imitate human behavior at an impressive speed while still appearing genuine. 
They use natural pauses and responses to create the illusion that a human is behind the messages (Bessi 
and Ferrara, 2016). Any government or political party with enough financial backing can deploy a whole 
army of social bots to influence public discussions on social media, removing the need for specialized 
technical skills and resources (Ferrara et al., 2016).

While these technologies can enhance social interactions and deepen our understanding of one 
another, they also come with risks like deceit, manipulation, and the spread of misinformation (Gallo et 
al., 2022). The influence of social bots is amplified by how easy they are to create and manage. Social 
bots often take on tasks such as researching hashtags and keywords, posting content, responding to user 
interactions, following users interested in specific topics, and gathering opinions on online discussions 
(Ferrara et al., 2016). The misinformation generated by AI, especially the biased or fake news produced by 
advanced text generation systems, could seriously undermine political engagement and pose a threat to 
democratic processes (Klinger et al., 2023).

We can theoretically distinguish between “good” and “bad” social bots. Bad (malicious) bots usually 
spread harmful links or misleading stories, while good bots share posts that offer valuable information. Bad 
bots often create fake accounts that look almost identical to real users, making it tough to differentiate them 
from trustworthy content. As noted by BSI (2025), these bots typically engage in coordinated “fake news” 
efforts that seek to shape public opinion. Pamment et al. (2018) highlight that this dishonest strategy can 
significantly impact political backing and alter our perception of reality in multiple ways. 

The growing presence of bots is only widening the gap in society, creating confusion, and shaking 
public trust in information. This makes it increasingly tough to tell what’s real and what’s not (Bradshaw and 
Howard, 2018). For the first time in over ten years, automated traffic has overtaken human internet usage, 
making up almost 51% of all web traffic, as highlighted in the 2025 Imperva Bad Bot Report. The surge is 
mainly driven by large language models (LLMs) and the swift rollout of AI technology (Chang, 2025).

AI is revolutionizing fields such as speech and sentiment analysis, as well as content creation and 
distribution. To grasp the emotional tone and reactions of the public, political campaigns can use sophisti-
cated algorithms that analyze speeches and communications, helping them detect how audiences are feel-
ing (Khare, 2023). Sentiment analysis is a vital part of natural language processing (NLP) and categorizes 
emotional content in text as neutral, negative, or positive (based on subjective data) (Rajashekhargouda, 
2022). This analytical approach improves business intelligence and provides measurable insights that can 
improve strategic decisions (Kumar and Garg, 2020). Sentiment analysis models can reveal the polarity of 
opinions, the topics being discussed, and the individuals behind them (Obot et al., 2025).

AI is also influencing social media influencer marketing strategies outside of the political campaign 
space. Technologies created by a number of advertising agencies assess an influencer’s “brand safety” 
and forecast whether or not they will participate in political discourse. A marketing company called Captiv8, 
which works with companies like Kraft Heinz, for example, recently introduced an AI-powered tool that 
analyses social media users’ online mentions to determine how likely they are to discuss elections or other 
politically sensitive topics. In this system, an “A” means you should exercise extreme caution, while a “C” 
suggests a profile that’s generally safe. Influencers receive these letter ratings based on their writing, com-
ments, and how they’re covered in the media. These ratings consider delicate matters like hate speech, 
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violence, sexual content, and divisive social issues (Maheshwari, 2024).

Artificial Deception: The Crisis of Democratic Integrity, Deepfakes, and Disinformation
The rise of AI brings with it some crucial ethical dilemmas, particularly around the accessibility and 

transparency of information (Nida-Rumelin and Weidenfeld, 2019). With AI technologies impacting every 
facet of how we produce and share information, these challenges are becoming more pressing in our rap-
idly changing digital world. One of the most concerning issues we are facing is the rise in deepfakes. This 
not only threatens the integrity of our political systems but also puts our society’s trust and stability at risk 
(Westerlund, 2019).

Deepfakes are made by combining deep learning techniques with altered content. This technology 
creates a deceptive reality that can be difficult to detect with just a glance, allowing a person’s face to 
convincingly express emotions or say things they’ve never actually uttered (Korshunov, 2018). Thorough 
training, the generator (Generative Adversarial Networks - GANs), enhances its ability to create more re-
alistic fake images, driven by the competitive dynamics of the system (Shen, 2018). This has resulted to 
deepfakes becoming increasingly intricate and more difficult to spot.

A diverse array of groups, including governments, political activists, criminals, dubious individuals, 
conspiracy theorists, and automated bots, are leveraging deepfakes to achieve their goals. According to 
Zannettou (2019), these objectives can differ greatly, ranging from influencing public sentiment and inciting 
social chaos to seeking financial gain and demonstrating ideological loyalty. In the political arena, deepfakes 
are particularly worrisome. They can produce fake videos of people appearing to say or do things they never 
actually did. This can confuse voters and might even change the course of elections. Such manipulation is a 
serious threat to democracy, as it prevents individuals from making well-informed choices (Cheguri, 2023).

We must also be aware of the ways these technologies can be misused, such as in financial fraud, 
scams, hoaxes, fake news, non-consensual pornography, extortion, harassment, bullying, electoral inter-
ference, and the spread of disinformation. However, although deepfakes are often viewed negatively, they 
can actually be quite innovative and beneficial. They have the potential to vividly reenact historical events, 
enhancing the authenticity of films or serving as useful educational resources (Cruci, 2024). With the rapid 
advancement of deepfake creation methods and the development of AI detection tools to counter these 
risks, it’s more important than ever for people to learn how to identify misleading media (Appel and Prietzel, 
2022). The very AI technologies that make it possible to produce convincing deepfakes also power the 
tools used to identify them, resulting in a dynamic and ever-changing battleground between creators and 
defenders. However, this leads to an ongoing technological arms race.

The public’s trust in reliable sources of information and organizations has really taken a hit due to 
these changes. Deepfakes, being trickier to spot than traditional fake news, only add to the cybersecurity 
challenges that both individuals and organizations face. Plus, since deepfakes blur the lines between real-
ity and fiction, they often have a stronger impact on shaping public opinion (Hu et al., 2022). For instance, 
Google Trends data reveals that searches for “free voice cloning software” skyrocketed by an astonishing 
120% from July 2023 to 2024 (Cruz, 2024), highlighting how accessible technology has made it for even 
amateurs to create altered audio recordings.

Deepfakes are captivating and novel, which helps them spread false information at lightning speed. 
Studies indicate that the top 1% of rumors usually don’t get more than 1,000 views on platforms like Twitter 
(now X). In fact, even true news stories tend to have a smaller reach, illustrating how misinformation can 
travel faster and further than the truth (Vosoughi et al., 2018). To make things even trickier, the technology 
behind deepfakes is advancing at a pace that outstrips our current detection methods (Surfshark, 2025).

It’s difficult to overlook the impact that AI and deepfakes are having on elections. A 2024 survey 
found that more than 75% of people globally are anxious about AI’s potential impact on future elections. 
The United States and Singapore are particularly concerned, with 72% and 83% of respondents, respec-
tively, voicing their worries (Petrosyan, 2025). Furthermore, large language models (LLMs) and AI tools like 
Midjourney, Google’s Gemini, and OpenAI’s ChatGPT have made it easier to normalize deepfakes across 
multiple platforms (Zandt, 2024). 

According to data collected since 2017, 31% of deepfake cases have involved fraud, with particular 
focus areas being celebrities, and political figures. The targeting landscape shows that 35% of incidents 
were aimed at politicians or celebrities, while a significant 65% impacted the general public. Of these in-
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stances, 27% were politically provocative, and 25% contained explicit content. US President Donald Trump 
was the most affected, being the target of 18% of the deepfakes involving politicians, which amounts to 25 
incidents. Joe Biden faced 20 deepfakes, including voice robocalls that were manipulated and often linked 
to election matters. Additionally, well-known politicians like Kamala Harris and Volodymyr Zelenskyy also 
experienced multiple attacks (Surfshark, 2025).

Additionally, large companies are becoming more susceptible to crimes made possible by deep-
fakes. For example, using a deepfake impersonation of the CFO of the British engineering company Arup, 
fraudsters were able to successfully transfer $25 million to Hong Kong bank accounts in 2024. The scam 
was confirmed by the deceitful CFO and team members who participated in video calls (Noto, 2024). An-
other significant case occurred in 2019, when fraudsters used a deepfake voice of the president of a UK 
energy company to siphon off €220,000 (Somers, 2020). 

A low-tech deepfake video that purported to show American politician Nancy Pelosi intoxicated went 
viral in 2019, deceiving many Facebook users with almost 2.5 million views (CBS News, 2019). Globally, 
political deepfakes have become more complex. In early 2024, robocalls featuring a deepfake voice of 
President Biden were sent to thousands of voters in New Hampshire, discouraging them from voting in the 
primary election. The fact that these audio recordings were created in less than 20 minutes for just $1 each 
shows how readily and affordably such false information may propagate (Seitz-Wald, 2024). During the 
2023 annual news conference with Russian President Vladimir Putin, a student from St. Petersburg caught 
everyone’s attention by asking a question. What made this moment particularly striking was the use of 
deepfake technology. The voice and appearance of this individual were actually created using a deepfake 
AI avatar of Putin himself (NBC News, 2023).

European laws could serve as a useful blueprint for tackling the issue of false information generated 
by AI. The EU’s Digital Services Act requires tech platforms to evaluate the risks their products pose to 
society, particularly concerning democracy and elections. Moreover, these platforms are required to pro-
vide relevant data to independent experts to help evaluate their impacts (Hetrick, 2024). As policymakers 
around the world tackle the rapidly changing landscape of AI technologies, these regulatory frameworks 
are working to find a balance between the risks and rewards associated with AI.

On a global scale, we’re starting to see legislative measures take shape in response to these chal-
lenges. To boost transparency, the European Union’s AI Act of 2024 requires that AI-generated content be 
clearly labelled. At the same time, several states in the US have enacted laws that make it illegal to create 
and distribute harmful deepfakes, particularly those intended to influence elections or spread misinforma-
tion (Kumar, 2025).

Regulating AI in political communication raises a number of legal concerns, particularly with regard 
to platform liability, foreign jurisdiction, and the tension between free speech and censorship. The European 
Union’s AI Act and Digital Services Act (DSA) aim to regulate AI use and hold online platforms accountable 
(European Parliament, 2022). These laws prohibit the use of manipulative AI and also require platforms to 
eliminate illegal or harmful content, like hate speech and misinformation, by specific deadlines (European 
Commission, 2021). Although these strategies are designed to protect users, critics warn that they might 
lead to the over-removal of lawful content, which could violate free speech rights (Lazaro Cabrera, 2024).

With the rise of deepfakes, misinformation, often referred to as “fake news”, has become alarmingly 
prevalent on social media in recent years. This trend has had a profound effect on our economy, politics, 
democracy, and society as a whole (Burkhardt, 2017). Fake news is often fueled by financial or political 
motives aimed at influencing public opinion on divisive topics, and it typically leads to serious real-world 
repercussions (Barclay, 2018). Major digital platforms often come under criticism for not being clear about 
how they make their decisions. They have a significant duty to manage content and reduce the spread of 
harmful or misleading information (Gorwa, 2019). This lack of transparency can confuse users, as they 
wonder why certain posts are taken down while other harmful content stays up, making it difficult to hold 
anyone responsible (Roberts, 2019).

The lack of transparency in algorithmic content curation and moderation policies raises some serious 
concerns about inconsistent enforcement and potential bias, especially during politically charged moments 
(Citron and Pasquale, 2019). While a few platforms have made strides to bring in third-party auditors and 
share transparency reports, these efforts often fall short of fully explaining the processes behind content 
moderation and appeals (Gillespie, 2018). This gap highlights important ethical and legal dilemmas about 
how to balance preventing harm with protecting free speech, as well as who really holds the responsibility 
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for overseeing the vast expanse of online content (Suzor, 2019).
AI algorithms tend to favor content that ramps up user engagement, often leading to the amplifica-

tion of divisive or sensational topics, which only deepens the political divide. By shutting users off from a 
variety of perspectives and reinforcing their existing biases, these AI-powered recommendation systems 
create echo chambers and filter bubbles (Islam et al., 2024). Echo chambers are particularly common 
on social media platforms, where users are mostly exposed to information that aligns with their beliefs. 
This not only reinforces their deeply held convictions but also makes it increasingly difficult for them to 
accept differing opinions (Jiang et al., 2021). Although the phrase “echo chamber” does not appear often 
in political science literature, it is frequently used in the context of digital media studies. It illustrates how 
individuals with like-minded opinions come together online, getting constant reinforcement that can skew 
their understanding of reality and stifle genuine dialogue (Parry, 2006). Algorithmically personalized envi-
ronments, often referred to as “filter bubbles,” present significant challenges to democracy. These bubbles 
create separate realities instead of fostering the shared truths necessary for informed participation in a 
democratic society, as they limit users’ exposure to diverse opinions. Such personalization reinforces pre-
existing biases and desires by protecting people from information that challenges their beliefs, much like 
subtle propaganda (Populismstudies, 2018).

Global data highlights troubling trends in how people perceive news bias and the spread of mislead-
ing information, contributing to what’s been dubbed the “infodemic.” Roughly 60% of people worldwide say 
that most individuals only embrace information that backs up their own beliefs. This is particularly notice-
able in countries such as the US (68%), Turkey (69%), Serbia (70%), and Peru (71%). What’s intriguing is 
that while 65% of respondents feel that people are actively hunting for opinions that reinforce their views, 
only 34% admit to feeling stuck in an informational bubble (Konopliov, 2024). The power of this issue is 
highlighted by the fact that over 70% of Europeans often encounter fake news (Watson, 2024).

The influence of fake news touches every corner of society, affecting how people, groups, and 
governments respond to the false information that spreads like wildfire on social media. Much of this mis-
information is crafted to target specific demographics, aiming to stir up conflict and strengthen ideological 
backing (Tandoc et al., 2018). In the US, political memes and viral videos are everywhere, often featuring 
altered images, clips taken out of context, and even portraits created by AI. A couple of striking examples 
include videos of Taylor Swift and Vice President Kamala Harris impersonating Donald Trump and seem-
ingly endorsing him (Bond, 2024).

AI has really changed the game when it comes to creating fake news. Large Language Models 
(LLMs) can churn out a ton of readable and coherent content, thanks to their training on massive data-
sets. Plus, with rapid video generators like Sora, which can create detailed, Hollywood-style fake clips, 
the spread and impact of misinformation have only grown (Virginia Tech, 2024). To tackle this problem, AI 
models like Grover have been developed specifically to spot AI-generated fake news, and this approach 
has shown to be quite effective (Zellers et al., 2019). It analyses the text and structure of articles to find 
bias, inaccurate information, or other warning indicators using a combination of generation and detection 
strategies. For separating machine-generated news from human-written news, Grover claims an accuracy 
of above 92% (Gillham, 2025).

Discussion

The rapid advancement of artificial intelligence (AI) is changing politics and fundamentally altering 
how democracies function in the modern world. With tools like generative models, deepfake, and innova-
tive content curation algorithms, we could see a surge in political participation, quicker communication, 
and more tailored interactions between citizens and their leaders. As campaigns get better at fine-tuning 
their messages, we could see a boost in voter turnout and overall democratic participation. Ideally, these 
innovations could revitalize democratic processes by making political conversations more accessible, 
dynamic, and aligned with the unique concerns of citizens.

The exciting potential of technology comes with some serious and complex risks that could un-
dermine social cohesion and the integrity of our democracy. The negative aspects of this technological 
shift are starkly illustrated by deepfakes and AI-generated disinformation. Unlike simple text-based lies, 
deepfakes create realistic videos of real individuals making false or misleading statements. These can be 
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weaponized to attack opponents, suppress voter turnout, or increase social tensions, potentially desta-
bilizing entire electoral processes. The political implications are severe. This kind of manipulation poses 
a significant threat to democracy, especially given how quickly and easily it can spread, as evidenced by 
deepfake robocalls aimed at voters or viral videos that misrepresent politicians.

Beyond just deepfakes, the polarization and division in public discourse are getting worse thanks to 
the widespread use of AI-driven content recommendation algorithms on social media. These algorithms 
tend to create echo chambers and filter bubbles by prioritizing content that boosts user engagement, 
which often means sensational, emotionally charged, or extreme ideological content. When users are cut 
off from opposing viewpoints, it only reinforces confirmation bias and intensifies political tribalism. This 
lack of common ground undermines the democratic dialogue and compromise we need, as it solidifies 
partisan rifts and diminishes faith in democratic institutions. Moreover, the worldwide spread of false infor-
mation, often referred to as an “infodemic,” adds to the challenge by sowing doubt about which news and 
information we can actually trust.

Furthermore, there’s a concerted effort to regulate AI and deepfakes. The European Union is tak-
ing the lead in this area, working on comprehensive regulatory frameworks that impose responsibility, 
transparency, and content moderation on digital platforms. Key examples include the AI Act and the 
Digital Services Act (DSA). These laws require the identification of AI-generated content, mandate risk 
assessments, and ensure that harmful content is removed quickly, which are all crucial steps toward pro-
tecting democratic discourse. Despite the complex challenges at play, it’s hard to say just how effective 
these restrictions will be. To begin with, politicians often struggle to keep pace with the rapid evolution of 
technology. On top of that, the global nature of the internet complicates jurisdiction enforcement, and the 
ongoing debates about free speech, censorship, and platform responsibility create tough moral dilemmas. 
Critics warn that overly broad regulations might hinder free expression, while too little oversight could al-
low misinformation to thrive.

On a more profound level, however, the phenomenon The Washington Post refers to as the “liar’s 
dividend” is the increasingly prevalent practice of politicians claiming that compromising statements or vid-
eos were produced artificially (either by deepfake technology or other AI tools) when there is no supporting 
evidence (Verma and De Vynck, 2024). This approach sets a concerning precedent by leveraging uncer-
tainty around the accuracy of digital content to dodge accountability. It muddles the line between manipula-
tion and the actual truth. This trend sparks major concerns regarding democracy and social responsibility, 
as it diminishes the trust that is so important for meaningful discussions in the public sphere. Even when 
the information is accurate, people struggle to make informed choices if everything is labelled as potentially 
fake. This also gives those in power the ability to alter the truth without facing any consequences.

Keeping up with technological advancements is crucial in the battle against AI-driven misinforma-
tion. AI detection tools are getting better at spotting and flagging fake media. We really need to boost 
public awareness about AI-generated content and foster critical thinking to help people resist manipula-
tion. Additionally, by putting transparency measures in place, like better content moderation disclosures, 
we can build more public trust and accountability.

The way societies tackle the ethical, legal, and technological challenges posed by AI will ultimately 
shape its impact on political communication and the integrity of democracy. We need to encourage col-
laborative governance frameworks that bring together governments, tech companies, academia, civil so-
ciety, and the public to set guidelines and standards for ethical AI use. To find the right balance between 
fostering innovation and upholding essential democratic values like accountability, transparency, freedom 
of expression, and human rights, we need a strategy that involves multiple stakeholders. Rather than 
diminishing democratic participation, AI has the potential to enhance it, provided we integrate ethical 
considerations and maintain strict oversight in its development and application.

Conclusion

In conclusion, we must acknowledge AI’s impressive potential to transform political communication 
and improve democratic engagement. However, we also need to be mindful of the serious threats posed 
by deepfakes and AI-driven misinformation campaigns to the future of this technology. It’s essential that 
we take prompt action to combat the erosion of trust in information, the increasing social divides, and the 
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flaws in our electoral systems. Strong laws, advanced technology, public awareness, and global coopera-
tion are vital for democracies to mitigate these risks and safeguard the integrity of their political institu-
tions. The decisions we make today about AI regulation will either uphold the foundational principles of 
democracy or allow for manipulative technology that diminishes informed public engagement.

It’s crucial for future research to dive deeper into interdisciplinary solutions that blend ethical AI 
design, media literacy education, and inclusive governance frameworks. Scholars, educators, policymak-
ers, and tech developers need to join forces to create evidence-based strategies that strengthen civic 
resilience and safeguard democratic discourse. By nurturing a culture of transparency, critical thinking, 
and accountability in technology, we can ensure that AI serves as a tool for empowering democracy in-
stead of causing disruption. The relationship between AI and politics is quite complex, and it requires our 
continuous joint efforts. We need to work together to nurture the intellectual and democratic development 
of future generations.
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