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AnCTpaKT: OBaj paa ncTpaxyje KMHECKM MPUCTYn KOHUeNnTy of-
Bpahama y cajbep npocTtopy. Hajnpe ce npBo pasmatpa eBony-
Lmja koHUenTa oagpahara of HykrneapHor 4o MehyaomeHckor, ca no-
cebHMM OCBPTOM Ha KOHLEeNT cajoep opspahatwa. MoTom ce npukasyjy
CMeundUYHOCTM KMHECKOr NpucTyna ofspanary W Kako ce OBaj KOH-
uent obnukyje y HapogHoj Penybnuuu KuHn y ogHoCy Ha HeHy cTpa-
Telwky kynTypy. Lurb paga je ga unyctpyje kako HP KuHa nHtepnpetu-
pa cajbep ogpahate y CKrnony CBoje LMpe KOHLUEenuUuje MHTerpucaHor
cTpaTewkor oaspahawa, OQHOCHO Kako KoHUenTyanusyje ogspahare
y cajbep gomeHy. 3akrbydyje ce aa HP KuHa Ha cajbep npoctop rmeaa
Kao Ha NpoayXXeTaK eHe CyBEpeHe TepuTopuje, rae cTpartervja cajoep
oaBpahata, MHTEerprcaHa ca octanuMM OMEHVMa, CRyXu 3alTuT Bu-
TarHWX HaLMOHamnHNUX MHTepeca.

KrbyuHe peun: odspahare, uHmezpucaHo cmpameuwko odspaharse,
cajbep npocmop, uHhopMayuoHO pamosare, cajbep odepahame, Ha-
podHa Penybnuka KuHa

YBof

KOHLI,eI'IT ofBpahara eBonyMpao je of CBOjUX HyKneapHUX KOpeHa [0 Croxe-
HUjUX MYNTUAOMEHCKMX NPUCTYNa, KOju YKIbyyyjy u cajoep odBpaharbe kao
KIby4HY KOMMOHEHTY. CaM KOHLeNT MOoAnoXaH je pasnuuntuM uHTepnpeTtaumjama y
3aBMCHOCTMW Of CTpaTeLLKe KynType, reonofMTUYKOr KOHTEKCTa U TEXHOIOLLKOr pas-
BOja ApXaBe Koja ra npumetbyje. KnHecku npuctyn ogspahary pa3Bumo ce of Hykne-
apHor ogspahata cegamaeceTux 1 ocamaeceTux roguHa, npowmpyjyhu ce kacHuje
¥ Ha apyre AomeHe, ykrbyyyjyhu u cajoep npoctop. HP Kuna, kao pactyha rmobanHa
cvna, akTVBHO je pa3Bujana concTeeHe npuctyne cajoep 6e3benHocTn n oaspahatby.

* Pap je HacTao y oksupy npojekTta ,Cp6uja n nsasoswu y MefyHapogHumM ogHocumMa 2025. rogu-
He”, koju prHaHcMpa MUHUCTAPCTBO Hayke, TEXHOMOLLKOT pa3Boja v Hosauwja Penybnuke Cpbuje,
a peanuayje MHcTUTYT 3a MefyHapoaHy nonuTuky v npuspegy Tokom 2025. roguHe.
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HoeH NpucTyn yKopereH je y HeHOj CTpaTeLlKoj KynTypy 1 npunarofeH je caBpeme-
HUM TEXHOSOLIKUM JOCTUrHYhrMa.

KuHecka cTpaTelika mMucao Harnmawaea Ja Cy MogepHa ApyLuTBa, kKoja ce oc-
nawbajy Ha mehycobHO noBesaHy MHGOPMAaLMOHY MHPACTPYKTYPY 32 OCHOBHE YC-
nyre NonyT eHepreTuke, ouHaHCWja, 30paBCTBa M BOjHUX onepauuja, UHXEPEHTHO
pammBa Ha cuctemcke nopemehaje. Benuku cajbep Hanag morao 6v ga napanusyje
HaLMOHaNHe pavyHapcke Mpexe, AecTabununayje eKoHOMUjy 1 n3asoBe APYLUTBEHE
HEMWPE, AMPEKTHO yrpoxasajyhu cTabunHoCcT u cyBepeHuTeT apxaee. OBa parbi-
BOCT ucTUYe oaBpahatwe y cajbep NpocTopy kao jenaH op uMmnepatuea onbpaHe u
6e3begHoCTU Opxase, anv 1 kao odaH3nBHO CPEACTBO, [Ae cama NpeTHa Pa3opHUM
cajbep Hanagyma MoXe 0fBPaTUTM NPOTUBHUKE O HENPUjaTEIbLCKUX akumja.

Ha ycnoxmasare koHuenTa ogspahama y HP Kunu 3HavajHo je yTvuao onwTm
TEXHOMOLLKN Hanpefak, kako KOHBEHLMOHAIHOM HaopyKaka, Tako 1 cajbep cnocob-
Hoctu. HP KnHa 3aTo npeucnuTyje CBOje cTpaTellko ogBpaharbe Kpo3 apryMeHTauujy
[la ofpXaBare CTpaTeLlke CTabuIHOCTU Y epyn BP3nx TEXHOMOLLKMX NPOMEHa 3axTe-
Ba MHTErpucaHu NpuCTyn ca BuLLE JOMEHA, KOju 3Ha4ajHO npeBa3vnasv Tpaguumo-
HanHW MoZen HykneapHor oaspahatsa.

KoHuenTyanusauuja ogspahama:
o[ HyKneapHor go cajbep oaspahara

Kao v kaga je pey 0 MHOTUM ApyrM KoHUenTuMa y 6pojHuM gucumnnunHaMa y
OKBWPY APYLUTBEHUX Hayka, 3anaxa ce [a He nocToju onwwTenpuxsaheHo u jeaHo3s-
Ha4yHo oppeferbe KoHUenTa oaBpaharba (eHr. deterrence). BpojHu ayTopw, Kako ca
TEOPWjCKOr acnekTa, Tako W npakTudapy (MOMUTUYKM W BOjHU CTpaTesn), Ha OCHOBY
pasnMuUTUX KpUTepujymMa pasnmunTto geduHuLLY KoHUenT ogspahara, herose BpcTe
1 BapujeTeTe, METOAE NPUMEHE, CPEACTBA U HeroBe Lurbese. CBe TO YCIOBILEHO je
pa3nUYUTM BPEMEHCKUM NEPUOLOM Y KOME je KOHLIENT HacTajao 1 pa3sujao ce, cre-
LIMUYHAM KOHTEKCTOM, pasnuyuMTUM CTpaTeLLKUM KynTypama Apxasa Koje ra npu-
MEtbYjy, anu 1 WUPUM PErvioHanHUM 1 rmobanHuM reononuTUYKUM MpUnrMKama, kao
1 CTENeHOM TEXHUYKO-TEXHOMOLLKOr pa3Boja, nocebHo y 0bnacTi Haopyxara.? Kako
rog 6vno, noruka Koja je y OCHOBM Camor KOHLLeNTa NPeTexHo 0cTaje ncTa.

HajjegHocTaBHMWje peyeHo, KOHLENT NoYMBa Ha NOrMuUM Aa jefaH aktep uMa Bepo-
[OCTOjHY CnocobHOCT (MoryhHocT/kanauuTeT) Aa pa3yBepw Apyror aktepa (MpoTuBs-
HUKa) of nNpeay3vmatrba ogpefheHe HenpujaTerbcke akumje, cTaBrbajyhn My y usrneg,
ybehyjyhu ra, aa o4ekrBaHW TPOLLKOBU TaKBMX HETOBUX MOCTYNaKa npematdyjy npea-
BuheHe kopuctu (George and Smoke, 1974: 11; Freedman, 2021: 2). CywTuHCKn oa-
Bpahate Ce 3acHMBa Ha yTULajy Ha NpoLec AOHOLEHA OAyKa NOTEHUMjanHux npo-
TVWBHUKA YTULIAHkEM Ha NepLEenLujy 0OgHOCa TPOLLKOBA 1 KOPUCTYW HUXOBUX NOCTYNaka
(Mearsheimer, 1983: 14; Nye, 2017: 53; Mazarr, 2021: 21-23; Kopanja, 2022: 83).

2 O koHuenTyanu3aumju ogspahawa y CjeaurbeHnm Amepuykum [pxasama u Pyckoj denepa-
umju getarsHuje BugeTn y: Mapjanosuh, 2023.

%Y Teopuju ogBpaharka NocToje ABa OCHOBHA NPUCTYNa y nocTusary ofgspahara: ogspahame
KaxraBareM (deterrence by punishment) n ogpahawe opbujawem (deterrence by denial), npu
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lNMojaBa HykneapHor opyxja nocne [pyror CBETCKOr paTta 3axTeBasna je U Temesb-
HUWje TeOpPUjCKO UCTpaxnBakse oaBpahatrsa, LWTO je pesynTupano yBofereM OBOr KOH-
LenTta Kao popManHor npeameTa akageMCKOr UCTpaxXuBaka y OKBUP CTPaTELLKUX
cTyauja v y norbe mehyHapogHux ogHoca. BaxHo je HanomeHyTu Aa je ogpahare
kao npakca (ogBpahare Kao techne) noctojano 3HaTHO npe [pyror cBeTckor paTta,
anu Tek Taga kao nojam gobuja CBOj je3anyky (MMHIBUCTMYKK) M3pa3 — oaspahamre
(deterrence) (Konawa & AjseHxamep, 2022; 20-21).

HykneapHo ogBpaharbe, cxBaheHO Kao CTpaTeLlko, jeCTe OHO KOje je BPEMEHOM
130MOBAHO Kao ,umcTi” 0bnuk oapahawa (George & Smoke, 1974: 39, 46; Mueller,
2021: 49). KnacuyaH npumep je KOHLENT y3ajaMHO 3arapaHTOBaHOr YHWLITEHa
(mutual assured destruction — MAD) Tokom XnagHor paTa, kaga cy u CjeaukeHe
Amepuuke [pxaBe n Cosjetckn CaBes ogpxasanu T3B. CNOCOOHOCT Apyror ygapa
(second-strike capability) kako 6y ocurypanu ogmasgy y crnyvajy HykneapHor Hanaga
(Ajzenhamer, 2024, 43-67; Koctuh Lynejuh, 2024: 19-21).

Y nuTepatypu Koja HacTaje HakoH [pyror CBETCKOr paTa, TOKOM XnagHor pata
1 JaHac naeHTUMUKOBAHO je HEKOMUKO (hasa y pa3Bojy KOHLenTa, OAHOCHO AaTa je
HeroBa nepuogmsaumja kpo3 neT Tanaca. 3a pasnuky of npea Tpu Tanaca, Koju cy
yrnasHOM G1nM yCMepeHn Ha HyKIeapHO 1 KOHBEHLMOHANHO oaBpahake y KOHTEKCTY
cykoba BenuKkux cuna, YeTBPTU Tanac KOHLEHTPUCAO Ce Ha acUMETPUYHO oaBpaharke
Y KOHTEKCTY HeZpXaBHUX akTepa, nonyT ,00MeTHYTUX Apxasa” (rogue states), Tepo-
pu3ma, NobyreHrKa 1 eTHUYKuX cykoba (Lupovici, 2010; Osinga & Sweijs, 2021: ix —
x; Sweijs & Zilincik, 2021: 130; Michaels 2024: 1058-1059). YeTBpT1 Tanac gonykeH
je netTMm Kaga y gokyc, uamehy ocrasnor, NoOHOBO [ofase OAHOCK BENWUKUX cuna v
XnaHOpPaTOBCKM KOHLENTU oaBpahara, anv y HOBOM W ApyradmjeM KOHTEKCTY, no-
cebHO y OOHOCY Ha HOBe TPeHAOBE Y PasBOjy TEXHOMOrMje, Kao LWTO Cy BelTayka
nHTenureHumja (Al) n cajoep npoctop (Michaels, 2024: 1059; 1062-1064).4

Tokom XnagHor pata HykrneapHo ofBpahawe 61no je fJoMuHaHTaH obnwk op-
Bpahata, JOK CaBpeMeHe KOHLenLmje cBe BuLIe UCTUYY XMBpUaHe npucTyne, KOM-
BuHyjyhn BOjHe, NONUTUYKE, EKOHOMCKE 1 MHbopMaLmoHe enemenTe (Vuleti¢, 2017).
Ca nopactom MynTWOOMEHCKMX KOH(pIMKaTa, OHUX Koju obyxBaTajy HOBE MpeTHeE Y
KOMHEHOM, MOPCKOM, Ba3ayLLHOM, CBEMUPCKOM U cajbep OomeHy, cBe Behu 3Hayaj
nobvja n mehygoMeHcKo (YHakpcHO) opgBpahatse (EHr. cross-domain deterrence), koje
YKIby4yje, Kao LUTO je pevyeHo, NpeTe Y KOHBEHLMOHANHOj, HyKneapHoj, cajoep u
cBemupckoj cdhepu (Bynetuh, 2017; Bynetuh, Munexkosuh v hykuh, 2021: 3—4).

Mpema Ceejey (Tim Sweijs) n 3ununumnky (Samuel Zilincik) gokyc Ha mefynomeH-
cko oaBpahame jaBrba ce 360r M3asoBa UHTErpucara M CUHXPOHK3aLMje BOjHKX One-
pauuja y pasnmuntim gomeHuma (KornHo, Basgyx, Mope, cajoep, cBemyp) 1 Ha pasnu-
YUTUM HUBOMMA paToBaka (CTPaTELLKM, ONepaTuBHK, TakTUYkK). MNopea Tora, 0BO ce

Yemy CBaku genyje kpo3 pasnuuute mexaHusme (Freedman, 2021: 5). Ogspahatbe KaxHaBakem
ocraka Ce Ha NpeTy HaHoLeHa 030UIbHUX TPOLLKOBA MPOTMBHUKY OAMA3sfgoM, a Kao OAroBop
Ha Hanag unu arpecuBHoO noHawawe. Ogspahatbe oHeMoryhaBakbeM yMecTo npeTke 0aMasaoM
HacToju Aa npoTuBHUKa ybeam (obecxpabpu) Aa HEroBU LMIbEBU HE MOTY BUTKU MOCTUTHYTW, M
Aa he nokywaj arpecuje 6utn npeckyn javarwem ondpambeHnx CnocobHOCTU U Pe3NNMjeHTHOCTM
(Mearsheimer, 1983: 14-15; Mazarr, 2021: 15-16).

4 [leTarcHuje 0 METOM Tanacy U HeroBuM Kapaktepuctukama Buaetu Sweijs & Osinga, 2021:
525-528.
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0ofHOCK M Ha cBe Behy 3acTymrbeHOCT xMbpuaHUx onepauuja Koje cy y ,CUBOj 30HW”
1 KOje kopucTe KOMBUHALMjy BOjHIX M HEBOjHIX CpeacTaBa UCnog npara KOHBEHUMO-
HamnHor BojHOr cykoba n 6e3 jacHe aTpubyumje 3a Takse noctynke (Sweijs and Zilincik,
2021: 131). CywTuHcka ognuka oBor Tuna oaspahate jecTe fa OHO noapasymMeBa
ynoTpeby NpeTHU 13 jedHor JOMEHa 3a CynpoTCTaBibake akTUBHOCTMMA CynapHuKa
y opyrum gomenuma (Lindsay and Gartzke, 2019: 4; Sweijs & Zilincik, 2021: 133).
MocebaH 0bnmk oBakBor oaBpahama 4ogaTHo ce AeUHILLE U Kao UHTEerpucaHo og-
Bpahate (eHr. integrated deterrence) (Gartzke & Lindsay, 2024: 2-4).5

Mpema HajHOBUjUM NpUCTyNMa Y aHanman MefhyaOMEHCKON, OOQHOCHO MHTerpuca-
Hor oaBpahatba, IOMeH cajoep npocTopa® je Taj Koju NpeacTaBrba YBOPULLIHM AOMEH
¢ 0631pOM Ha HEroBy KapakTepuUCTUKYy NpoxumMarsa ca ApyruMm foMeHumMa. Ha npu-
Mep, npema wm1ma, cajbep nNpocTop, TayHuje AUrMTanHe Mpexe cy Te Koje noBesyjy
pasnuunTe BpCTe BOjHUX MOTEHLMjana Kako Ha KOMHY, Tako W Ha BOAM, NOA, MOPEM,
y Basgyxy, atmocdepu u ceemmpy Gartzke & Lindsay, 2024: 2-4). BaxHocT cajbep
MpocTopa ornefa ce 1 y TOMe LUTO akTMBHOCTM Yy OBOM JOMEHY MOry 13a3BaTu, of-
HOCHO MOry MaHudecToBaTi nocneauue y uandkom obnmnky 1 y peanHom CBETY,
ofHocHo apyrum gomeruma (Schneider, 2019: 98).

Moumare cajbep npoctopa kao 3acebHor gomeHa (,neTn AomeH”) pesyntupa
TMe aa ce cajbep onepauuje Mory TPETMPATH M Kao MHCTPYMEHT oaBpahatsa KojuM
ce MOXe A4enoBaTh LUMPOM APYTvX KOHBEHLIMOHAIHWUX JOMEHa, C jedHe, anu 1 kao 4o-
MEH 13 Kora oBakee onepauuje Tpeba ogspaharu, ¢ apyre ctpade (Schneider, 2019:
98, 100). Kako Haj (Joseph S. Nye) objawr-aBa, cajbep ogBpahare He Tpeba nocMa-
TpaTu U30MOBaHO Of LUMPEr cnekTpa Mepa oaspaharba. Y CyLITUHK, Kao LITO OAroBOp
Ha KOMHeHW Hanazj He Mopa Aa [0Mnasu UCKIbYYMBO Of KOMHEHUX CHara, OAroBop Ha
cajbep Hanag He Mopa da byde uckibyumBo cajbep cpeacTBMa, OAHOCHO He mMopa
OnTu orpaHnyYeH Ha cajoep aomeH (Nye, 2017: 46). 13 Tvx pasnora JOMUHAHTHO Ce Ha
cajbep ogBpaharbe rnega Kpo3 CoYMBO MyNTMAOMEHCKOr ogBpahatba.

Bes 063vpa Ha TO WTO y NUTepaTypu He NOCTOjW carnacHOCT OKO Tora Aa N je
onspahame y cajbep NpocTopy yonLuTe 0CTBApMBO, OHO Ce jaBrba kKao Moryhu HauuH
pearoBatba Ha 3NoHamepHe akTUBHOCTM Y cajbep AOMeHyY 4ecTo ce ocnarajyhu Ha
TpaZuuvoHanHe NpucTyne, MEXaHU3Me 1 NOTruKy koHuenTa oaspahatrba.’

Y cywTuHM 1 cajbep ogspahare NPBEHCTBEHO Ce OCMNaka Ha [ABa OCHOBHa Me-
XaHu3ma ofgpahata, 1 To Ha MexaHu3am ofbujamwa (ojavaBarbe ogbpaHe Kako bu
Hanagu bunu HeedUKacHN) N MEXaHU3aM KaxH-aBama (NPeThe Mepama oamaszae).
Mopea Tora, pa3eoj MefyHapoOHMX HOPMK U cropasymMa fnomaxe Yy 00nmkoBamy
OYeKMBaH-a NPUXBATILMBOT NoHaLaka y cajoep npoctopy (Nye, 2017: 54-62). [Mpema
Hajy, njogatHu mexaHm3am nogpasymeBa v cryyajeBe Kaga cy aktepu bnmcko nosesa-
HW M YMPEXEHM (EKOHOMCKM, MOIMTUYKM UMW Ha HEeKW APYTY HAYMH), Tako Aa Hanag Ha
jenHor moxe Takohe HaHeTu 3HavajHe TPOLLUKOBE M CaMOM Hanagady. Yak v ako npo-
TVBHUK Bepyje Aa Moxe ycnetu y Hanagy 6e3 cyodaBara ca AMPEKTHOM 04MasnoM,
noTeHumjanHm ryéutak 060CTpaHO KOPUCHUX OQHOCA MOXKE MOCIYXWTU Kao MONHO
cpencteo ogspahatma (Nye, 2017: 58).

® MocToje 1 Apyri TEPMUHK KOjU CE KOPUCTE 3a OBaKaB WM CIiMYaH KOHLENT ofBpahara, kao
LITO je, Ha npumep ,cBeobyxBaTHO oaBpahawe” (bnarojesuh n PagaHosuh, 2022: 29-31).

6 3a pechuHuuyjy cajbep npoctopa Buaetu Schneider, 2019: 97.

" NletarbHuje o feduHucarsy cajbep opgepaharsa Bugetn y Libicki, 2021.
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Cajbep opspahare, Kao WTO je paHuje pevyeHo, MMa 1 CBoje CneuntnUUHOCTH
y ofgHocy Ha gpyre BpcTe ofspahama. JegHa of Hajuewhe uCTMUaHMX jecTe mpo-
Gnem atpubyumje, ogHocHo npobrnem jacHe maeHTMdMKaumMje Hanagada, npe ceera
300r TEXHUYKE CNOXEeHOCTU. AHOHMMHOCT Y cajbep NpoCTopy NpeacTaB/ba 3HavajHe
13a30Be 3a naeHTUdMKaumjy nopekna cajoep Hanaga. Hanagaym mory cakputy CBOj
WOEHTUTET UMK NaXHO TBPAUTY Ja Aenyjy y uMe Apyrux, LWTO OTexasa npeLmsHy at-
pubyuujy 3a Te Hanage. lMopen Tora, NpPoLeC NpuKynibaka fokasa 3a npahere 0BuUX
Hanaga 4ecTo Tpaje Ayro, WTO oAnaxe OAroBope U crabu Hamope Aa ce oaBparte
Oynyhv Hanagu. Hegp:kaBHW akTepu U MPOKCY rpyne AOAATHO KOMMMMKYjY YCeLwwHOCT
oaBpaharba y OBOM JOMEHY, jep MOry AenoBaTh U3BaH TpaauLUMOHanHUX OKBMpa of-
Bpahawa gpxasa. [JogatHo u Gp3a eBonyuuja TexHonoruje cTBapa acMMETPUYHO
norbe cykoba, rae odgaHamBHE CNOCOBGHOCTY YecTo Hagmallyjy oabpambeHe mepe
(Libicki, 2009, xvi, 41-52; Nye, 2017, 49-52; Sweijs and Zilincik, 2021, 134).

[MocebHoCT koHuenTa ogBpahawa y HP KuHun

KoHuenT ofgpaharba WHTEpPNpeTMpa Ce Ha pasnuunTe HauvHe y 3aBUCHOCTW Of
cTpaTeLlKe KynType 1 NoKanH1X cneunduyHOCTY NojeanHIX 3emarba. Mako ce 4ecTo
ocnana Ha 3anagHe teopuje, y HP Kunn koHuenT gobwja jequHCTBEHE KapakTepucTm-
ke, npunarofaeajyhu ce HaumoHanHum ycnosuma. Kako Majknc (Jeffrey H. Michaels)
3anaxa, y 3emrbama nonyt UHauje n HP Kune uctpaxvieaym ogspahara dopmupajy
crneunduyHe NpucTyne Koju pewHTeprnpeTupajy u Moaudukyjy 3anagHe KoHuenTe
kako 6v ogroBapanu nokanHum 6e36egHOCHUM U3a30BMMA W CTPATELLKUM LUrbeBMMA
(Michaels, 2024: 7).

CnuyHo kao 1 Ha 3anagy, KMHecko pasymeBane KoHLenTa oaspahawa umano je
CBOje OCHOBE MPUMAapHO Y KOHLENTY HyKneapHor ogBpahara 1 kao TakBo caspeBarno
je TokoM cegampaeceTux n ocampeceTvx roguHa 20. Beka. O geBegeceTvx rogmHa
fonasu o nponudepatmje kako akadeMckux, Tako U NPakTUYHUX (MOSIMTUYKUX U BOj-
HUX) M3BOPA KOjU Cy pa3BuWjanut KWHECKW NOrNea, Npe CBera Ha HykneapHo ogspaharse.
BaxHo je HanomeHyTV Aa je KMHeCKN NpUCTyN HykneapHoM oaBpahary 3acHOBaH Ha
fedaH3nBHOj HyKneapHoj CTpaTeruju Koja je onuyeHa y nonuTuLm (LOKTPUHM) Mo KOjoj
6v HP KunHa ynotpebuna HykneapHo opyxje camo y crnydajy Aa je npea HanagHyTa
(no-first use policy) (Leveringhaus, 2023).

KoHuenTtu ogBpahama, kako ce y HP Kunu pasymejy, obyxsartajy u enemeHTe og-
Bpahata, anu 1 eneMmeHTe npuHyge (mpucune). Y KMHEeCKOM CTpaTeLuKOM OKBUPY
ofBpahate je KOHLENT Koju npeBa3nsiasun nyko crpeyaBake U pasyBepaBatbe npo-
TWBHUKa da Aenyjy, Beh, nopep Tora, OHO MMa 3a Uik U fja X npumMopa Aa npoMeHe
CBOje noHawatse. [1o MHorMa OBO Ce pasnuKyje o4 KoHUenTyanu3aumje ogspaharka
Ha 3anagy, rae ce Ha KOHLENT TUNWYHO rnefa kao Ha obecxpabpuBarbe NPOTUBHUKA
o[, npegysnMarba HexerbeHux akupja (status quo) (Chase & Chan, 2016: 4; Cheng,
2017: 151; Cheng, 2021: 178-179; Kaufman and Waidelich, 2023: 9-10; Beauchamp-
Mustafaga, 2023: 100).

CyLTWHCKM KMHECKO pasyMeBake ycnelHor oaspahaka nogpasymesa Ha camo
CUTHanM3upawe HEHe pelleHoCT Beh M CTBapHO aHraxoBawe cHara. KnHecku
npucTyn ogspahary 3acHWBa ce Ha TOMe Aa ce kpegubwnuteT opspahara mo-
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BehaBa ca weroBuM npubnimkaBawem peanHUM UCXOAMMA, LUTO 3Ha4u Aa CUrHanu
oaBpahawa Mopajy brucko ofpaxaBaTu peanHoCT patoBaka. OBaj mpuctyn ge-
MOHCTpUpa Ce Kpo3 aKuuje Koje YKIbydyjy U CTBapHe KWHETMYKe unu cajbep yoape
yno3opetba Koju 1Majy 3a LUnib Aa NPeHecy MakcumariHy O4/1y4HOCT CTpaHe Koja oa-
Bpaha (Kolton, 2017: 133; Cheng, 2021: 184).

EdmkacHo ogBpaharse, y KMHECKOM MPUCTYNY, OCaka ce Ha TP KOMMOHEHTE.
MNpBO, ApxaBa mMopa Aa noceayje BepoAoCTOjHY CMOCOBHOCT, onvmnibuBa CPeacTea
1 TEXHOMOrujy Aa U3BpLIM OUNO KakBy MPeTwy WU akumjy ogmasge. [pyro, mopa
MocTojaTi jacHa, pe3onyTHa NOocBeNeHOCT fJa Ce TakBe akuuje cnpoBedy ako byay
MCMPOBOLMPaHE, WTO NOAYNUPE ayTEHTUYHOCT NpeThe. KoHavyHo, oBa CNOCOBHOCT 1
nocseheHoCT Mopajy 61TK edrKacHO KOMYHULMPaHKW, Tako Aa NOTEHLMjanH1 NpoTu-
BHULWM Bydy NOTNYHO CBECHW M cpefcTaBa U CNpeMHOCTU CTpaHe Koja oaspaha aa ae-
nyje (China Aerospace Studies Institute, 2022: 127; Kaufman & Waidelich, 2023: 12).

[pyra 3Ha4ajHa KapakTepuUCTMKa y KNHECKOM NPUCTYNy oaBpahatby je OHa no Kojoj
opBpahame Huje unrb camo no cebum, Beh cpefcTBO 3a NOCTU3aHE WMPKUX HaUMo-
HanMHUX MHTepeca W uurbeBa. MNpeLnsHuje peveHo, y KMHeCKoM npucTyny oaspahare
ce He cnpoBoam camo fa 6u ce cnpevune akuuje cynapHuka y oapeheHuM oMeHu-
Ma Beh ce KOpPUCTU Kao CTpaTeLLKu U TaKTUYKM MHCTPYMEHT 3a NOCTU3ake yHanpea
ogpehennx nonutuukux umrbesa (Cheng, 2021, 179).

Ha npouec eBonyumje knHeckor KoHuenTa ogpaharka yTuuao je npe ceera CTaB
fa HP KvnHa Huje JOBOSbHO TEXHOMOLLKM pa3BujeHa y penauuju ca aopyriuma, O4HOCHO
[a je KpeaMbunHOCT HeHOr NoTeHuujana ogspaharba orpaHn4eHa CTENEHOM HEeHOT
TexHonoLukor pa3sgoja. MNopepg Tora, HP KnuHa nepuunupa genosare CjeanteHux Op-
XaBa, Kao W HEeHO CTpaTeLLKo, a NocebHO NpoLnpeHo oaBpahame, Kao UHCTPYMEHT
XEreMOHMje YCMEPEH Ha OvyBake amMmepuyke AoMuHaumMje y asujckonaunduykom pe-
rmoHy. OHa 0By CTpaTerujy Tymauv kao MeTof HeHor obysnasawa (containment) n
orpaHuyaBarba HEHOM pasBoja U pervoHanHor ytuuaja. Kao peakumja Ha nomeHyTte
daktope HP KuHa je peBuampana cBoje cxsaTtake ofaspahata, ycmepaBajyhu ce ka
pa3BOjy acMMETPUYHMX CNOCOBHOCTM (HMp. cajoep opyxje, CBEMMUPCKE TeXHonoruje),
Te TaKo javyakwy MynTUAOMEHcKe nepcrektuse opspahama (Lindsay and Gartzke,
2019: 12; Morgan, 2019: 55). OBo ykrbyyyje npowmnpere 1 anBepandrKaumjy Hyk-
neapHOr apceHana, jadare NpoTMBpaKeTHE ofbpaHe M pasBoj HanpefHux cajbep
M CBEMMUPCKMX KanauuteTa Kao OOMyHe TpaguuuoHanHum anatvma ogspaharba
(Kaufman & Waidelich, 2023, iii).

MpomeHe y cxBaTawy KOHUeNTa ofspahaksa noppasymesane Cy LUMpW 3axsat
obnacTu koje KoHuenT obyxBaTa, LWITO je Ha Kpajy pe3ynTupano pasBujarem KOH-
LenTa T3B. MHTErpucaHor ctparelukor ogspahama. To je nogpasymeBano uctuuare
BaXXHOCTU KOMOMHOBaHa Bule obrnuka ogBpahaka — HykneapHoO, KOHBEHLIMOHAr-
HO, CBEMMPCKO U MHopmaumoHo oaBpahatwse. Nopen Tora, KOHUENT nogpasymesa
1 3Ha4aj cuHepruje n3Mehy BOJHUX U HEBOJHUX (LMBUMHMX) eNeMeHaTa HaluMoHanHe
mohu. Y KOHaYHOM, OBMM KOHLENTOM 0ByxBaTajy ce BOjHW, MOMUTUYKM, EKOHOMCKM,
[AMNIOMATCKK, HAayYHU, TEXHOMOLLKW, MHPOPMALMOHN W KyNTYPOMOLLKA UHCTPYMEHTH
HaumnoHanHe mohu (Chase & Chan, 2016; Chang, 2021: 180).

Ha tum ocHoBama nocneamux roguHa HP Kuha npowwvpuna je csojy ctpaterujy
opBpahama Kako OW yKkrbyunna u HU3 HEKOHBEHLMOHAMHMX CpefcTaBa (EKOHOMCKe
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CaHkumje, AMNoMaTcke akTMBHOCTM M YTULAj Ha MHGOPMAaLMOHO OKpYXeHe) yeMe-
PEHWX He caMo Ha Apyre Apxase Beh W Ha HedpxaBHe akTepe, Kao LITO Cy Myn-
TWHALMOHAHe KomMnaHuje, MefyHapoaHe opraHu3auuje, rpyne LMBMIHOT ApyLUTBA 1
nojeauHum (Odell, 2023: 45).

OpBpaharbe y cajoep npocTopy
Kao KOMMOHEeHTa UHTerpmncaHor
cTpateLukor ogspaharwa y HP KuHu

Kaga je ped o cajbep npoctopy, cajoep 6e3benHocTu, Te cajbep ogspahatby, no-
CTOje ayTopw KOju apryMeHTYjy Aia je ynpaBo oBa 0bnacT, y O4HOCY Ha Apyre AOMEHE,
Hajuewhe pasnUuMTO MHTEPNPETMPaHa ¥ NPaKTUKOBaHa y pasnuuuTuM Aapxasama u
HMXOBUM CTpaTeLLKUM kKoHTekcTuma (Gjesvik, 2018: 174).

HP KnHa nocmarpa cajoep npocTop kao NpoayXeTak CBOje CyBEPEHe TepuTopuje,
OLHOCHO Kao JOMEH Y KOjeM je CTpora ApXKaBHa KOHTpOna HeomxogHa kKako 6u ce
3aWWTUTUNM BUTAMHW HAUMOHAMHU MHTEpeCcK, NocebHOo ApyLUTBeHa CTabuHOCT, CyBe-
peHocT 1 6e3beaHocT. 360r Tora ce OHa akTMBHO 3anaxe Ha MehyHapogHOM HUBOY
3a HoBe HOpMe Kojuma by ce perynucana oea obnacr, a koje ce 6asupajy Ha apxa-
BOLIEHTPUYHOM MPUCTYMY M NPUMEHU NMPUHLUNA OPXaBHOT CyBEpEHUTETA U Y OBUM
fomeHuma (,cajoep cyBepenntet’)? (Kolton, 2017: 126-130; Gjesvik, 2018: 175-177;
State Council Information Office, 2023; Creemers, 2024).

Y 3BaHWYHUM KMHECKUM OOKYMEHTUMA Cajbep NpocTop ce ekCnnuMuMTHO oapehyje
Kao OOMEH Ha KOju Ce LUMPpE HALUMOHAMHW MHTEPECU U MUTawa HauuoHanHe 6es-
6eaHoctu (State Council Information Office, 2015; State Council Information Office,
2019). 3a pa3nwuky of 3anagHor norneaa Ha cajbep 6e3benHocT, Koja YecTo Harnawla-
Ba CTPOro TEXHUYKE acrnekTe, KUHECKU NPUCTYN NOApa3yMeBa U eKOHOMCKE, KYNTYpHe,
nonuTtnyke n apyre enemexTe. OBa Lumpa nepcnekTuea basupa ce Ha KOHUenTy ,CBe-
obyxBaTHe HauuoHanHe 6e3begHocTH’, rae je, M3mehy octanor, 3awTuTa nHgopma-
LIMOHE M KOMYHUKALMOHe UH(PACTPYKTYpe HepPasaBojuMBa 0Of O4yBakba MOMUTUYKE U
YKYMHe coumoekoHoMcke cTabunHoctu (Zhang & Creemers, 2023: 10).

Jow jenaH BaxkaH acnekT kako 61 ce 6orbe padymena ynora cajoep npoctopa y
OCUTypaky BUTAMHUX HALMOHAMHUX MHTEPEeCca jecTe W KOHLENT LMBUITHO-BOjHE dhy-
3uje Kao cTpaTerunje noBe3vBakba BOjHUX U LMBUNHUX pecypca. MNpeaceaHuk HP KnuHe
Cv BuHnuHr yagurao je 2015. roguHe 0By CTpaTerujy Ha HaLMOoHamnHy HUBO, MOCeBbHO
nctuyyhu 3Havaj nHdopmaLmoHmx TexHonorvja. OH je Harmacuo Aa je obnacr cajoep
6e3begHocTU 1 MHGOpMaTU3aLwje KibydHa 3a oBy dyaujy (Doshi, et. al., 2023).

KoHuenTtyanusauuja, anu 1 npaktuyHa npumeHa cajoep oaspahawa y HP Kuhu
HYXHO je MoBe3aHa U jeAuHO Ce MOXEe WHTEpNpeTMpaTu y penaumju ca KMHECKUM

8 Y HajonwTnjem cmucry cajbep CyBepeHWUTET OAHOCKU Ce Ha OcTBapuBare OBMnaliherba, KoH-
Tpore v HOpMaTUBHE perynaumje ApXXaBe Ha MHTEPHETOM, AMIUTANIHOM UH(PACTPYKTYPOM, TOKO-
BMMa nofaraka v OHNajH cagpajem 1 akTUBHOCTMMA Y OKBUPY HeHe Teputopuje. MNpu Tome BaxHO
je HanomeHyTu Ja, Of ApxXaBe [0 ApXaBe, NOCTOje PasnMyuTV NPUCTYNU HEroBOM AedUHNCaHY
kao 1 npumenn (Kadlecova, 2024).
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pasymeBareM [pPYrux NoBe3aHWX KoHuenaTa, Kao LITO Cy WHGOpMaLuMOHM npoc-
TOp, 6e36eOHOCT 1 paToBake UMK MPEXHK npocTop, 6e3b6edHOCT 1 paToBare.® 3a-
MPaBO KMHeCKa AOKTPUHA paToBaka CMellTa cajoep npocTop W cajbep patoBakbe
YHyTap LIMper KoHuenTa MHGOPMaLMOHOr paToBaka M MHGOPMaLMOHOr NpocTopa
(Schneider, 2019, 99). Cajbep npocTop je camo NoACKYN MHOPMALMOHOr NpocTopa
1 He TpeTupa ce kao 3acebHu JoMeH y ogHocy Ha wera (Giles & Hagestad, 2013).
BaxHo je HanoMeHyTH Aa He NMOCTOjW jacHa AMCTUHKLMja OKO 3HaYeHa OBUX TEPMUHA,
na ce Moxe NPUMETUTU A Ce YeCTo TepMuHU Cajbep (cyber) n MpexHo (network) y
KMHECKO]j BOjHOj TEPMUHOMNOTMjM ynoTpebrbaBajy kao CUHOHMMM, [OK B MHopmMaumo-
Ho (information) 6uo kpoBHK TepMUH.'® Tako MHGOPMaLIMOHO paToBake 0byxBaTa U
cajbep onepauuje U eneKTPOHCKO paToBake (OMETAHE €MEKTPOMArHETHOr CreKTpa)
1 ncuxonoLluke onepauuje (koHTpona Hapatuea) (Vuletic & Stanojevié, 2022: 57-60;
Zhang and Creemers, 2023, 45)."

Y KMHECKMM 3BaHUYHWM JOKYMEHTUMA U aHanm3ama (QOMUHAHTHO K3 BOjHUX Kpy-
roea) MHOpMaLMOHO oaBpahare M3aBaja ce Kao jeaHa 0f HEKONMUKO KOMMOHEHTH
YKYMHOr cTpaTelukor oaspahata, JOK ce cajoep (MpexHo) oaBpahare n3agaja kao
copma BojHor cykoba y cajoep NpoCTopy Ca Ha3HAKOM [a Ce OHO MOXE KOPUCTUTK
1 y mupHogoncko Bpeme (China Aerospace Studies Institute, 2021, 243-244; China
Aerospace Studies Institute, 2022: 130, 152).

WHdopmaumoHo oaspahare, Kao jedaH 04 3HayajHUX CermeHara KuHecke cTpa-
Ternje ogspaharsa, NpoLmpyje ce n3BaH cajoep obnactu Ha wupe MHGopMaLnoHe
onepauuje. OBaj KOHLENT yKIby4yje kopuwwherse cajbep onepauuja v opyrux obnuka
MHOpMaLMOHOT paTa Kako bu ce npumopanu NPOTUBHULM fa Aenyjy Ha Ha4yuHe Koju
Cy Y cknagy ca AeMHUCaHM NOMUTUYKUM LinrbeBnMa 3eMrbe. OBe onepaumje obyx-
BaTajy LUMPOK CreKTap akTMBHOCTYW, YKIbydyjyhu Hanagd Ha padyHapcke Mpexe, of-
OpaHy padyHapCKkux Mpexa, Kao 1 eNeKTPOHCKO paToBak-e, MCUXOSOLLKE onepaLmje,
kamydnaxy, NpUKpUBaHe N 0OMaHy, KUHETUYKE Hanage Ha MHGOPMALOHe U KOMY-
HUKaLMOHE Mpexe N KOMaHAHe 1 KOHTpornHe objekTe (Cheng, 2016; China Aerospace
Studies Institute, 2022: 130).

NHbopmaumoHo oaepahare koMOuHyje ogpahare 1 npuHyay, uurbajyhn akumje
MPOTMBHMKA Y KOHBEHLIMOHANHUM JIOMEHMMA NyTeM cajbep cpefcTaBa, Npe Hero LUTo
On ux oggpahano CTporo y okBMpMMa MHGopMaLuuoHor fJomeHa. OBakas mpucTyn
ofpaxkaBa BEPOBatbe KMHECKMX cTpaTera 0 MOryhHOCTM npey3umMarba T3B. NECTBULIE
ogBpahama, Koja ce npumMekyje y ApyrMmM OOMEHUMa, a No Kojoj ce CTeneHOoBaHhe
MH(opMaLmoHor oaBpahaksa kKpehe of HajHVKer cTeneHa came AeMOHCTpauyje caj-
Oep cnoCcoBHOCTW [0 HajBULLEr CTENEHA CTBapHMX OhaH3MBHUX onepaLmja kako bu
ce NocTurmu xerbeHn edektn ogpahatwa (Zhang & Creemers, 2023: 17).'2 akne,
eckanauuja y AMpeKTHe BOjHe aKuuje nocTtaje nocrnegrwun Kopak.

M3 knHecke nepcnekTnee MHOPMaLMOHO oaBpaharbe Ma TpU OCHOBHE KapakTe-
pucTuke. MNpBa je NpogopHOCT (eHr. permeability), koja 36or came npupoae nHgopma-
umja omoryhasa nHgpopmauujckom ofspahamwy aa npesasufe TpagmuMoHarHe BojHe

® [letarbHuje o oBuM nojmoBumMa Buaetu Giles & Hagestad, 2013.

0 Mpema nojeanMHUM ayTopuMa KUHECKM TEPMUH MPEXHO oaBpahare npubnmxHO oaroeapa
TepMuHy cajoep ogBpahare Ha 3anagy (Chase & Chan, 2016: 16).

" O ncKxonoLLKoj AMMeH3uju XnbpuaHor paToBara Bulle BuaeTv y Bynetuh, 2018.

2 letarbHuje o Tome Buaetn Chang, 2021: 183-192.
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[JOMeHe ¥ npogpe Yy NonuTUYKe, EKOHOMCKE, HayyHe, KynTypHe, TEXHOSOLWKe U Ncu-
xonotke cepe. pyra je HeogpeheHocT 36or npobnema atpubyuyje, OQHOCHO Mpu-
nucuBarba MHOPMaLMOHKX Hanaaa, jep OHW YeCTo NOTUYY M3 HeodpeheHux nssopa.
Tpeha je pasHOBpCHOCT Ghopmu MHGOpMaLMOHOr ofaspaharba of ,Mekux’ MeToAa,
nonyT marneepa, MaHunynauumje nogauuma v enekTpoHcKe LWnujyHaxe, 4o ,Tepaux”
husnykmMx Hanaga Ha uHgopmaumoHy mHgpacTpykTypy (China Aerospace Studies
Institute, 2022: 130).

Mpema KnHeckum m3sopuMa MHOpMaLMoHo oaspahake CBpCTaHo je, y3 apyre
TvnoBe opBpahama (HyKneapHO, KOHBEHLIMOHAMHO, CBEMUPCKO), KAo A0 YKYMHOr
cTpateLukor oaBpahama, LWUTO HaBOAW Ha 3akibyyak da ogspahame y cajbep npocto-
py UMa jeqHaKy BaXHOCT Kao HykrneapHO 360r CBOr OrpOMHOr AeCTPYKTUBHOT NMOTEH-
umjana (China Aerospace Studies Institute, 2022: 128).

Yenr (Dean Cheng) 3akrbyuyje Aa ce v kog uHdopmMaumoHor ogepahara KUHecku
MPUCTYN 3acHMBa Ha MOrMUM Mo Kojoj oaBpahawe MMa 3a 3agatak da cTpaHa Koja
opBpaha ocTBapW KOHKPETaH MOMUTMYKM UMb, @ He caMo Myko oaBpaharke apyre
CTpaHe of cnpoBohera akuyje y nHgopmavmoHom gomeHy (Cheng, 2021, 188-189).

Mopen Tora, KMHECKM M3BOPU AoAaTHO AeduHuwy u cajbep ogBpahatrbe, koje
no HMMa noppasymeBa crnpeyvaBakbe BeMUKMX cajbep Hanafja OeMOoHCTpupajyhu
CrnocobHOCT Hauuje da cnpoBogn v BpaHu ce o MPEexHWX ornepauuja, y3 uckasu-
Babe jacHe cnpeMHocTu 3a ogmasgy. OHo ce dokycupa Ha oaBpaharwe MPEXHUX
Hanaga Koju 61 MOrnM Aa HaHecy 3HadvajHy LUTETY, a MPBEHCTBEHO OHMX KOjWU NOTW-
4y O HempujaTerbCKuUX ApXKaBa UMM TePOPUCTUYKMX OpraHu3aumja, YumMe ce LWTuTe
HauuoHanHa 6e36eqHOCT 1 pa3BojHM UHTepec. OBoO oaBpahare Huje orpaHuyeHo
Ha cajbep opyxje, jep oHo obyxBaTa pa3HOBPCTaH CreKkTap cpeactasa ofspahama,
yKrbyyyjyhu TpaguumoHanHe BojHe cHare (China Aerospace Studies Institute, 2021,
244; Beauchamp-Mustafaga, 2023, 103-104).

Jok cy ce paHuju npuctynu cajoep oaepahary oKycrpanu UCKIbY4YMBO Ha Of-
Bpahate Benukux cajbep Hanaaa (cTpateLuko cajbep ogpahame), kacHuje nepcnek-
TVBE KMHECKOT CTpaTeLLKOr pa3muLUibarba, nopes CTPaTeLLKOr, pasnukyjy 1 cajbep oa-
Bpahate Ha TakTu4kom HuBoy. CTpaTteLlko cajbep ogspahame nogpasymesa NpeThy
1 NpvKasuBake CnocobHOCTU n3Bohera cajbep onepaumja NPOTUB KIbYYHUX pady-
HapCKMX Mpexa CynapHWKa, Kao LITO Cy OHe MoBe3aHe ca HauuoHanHoM 6e36eaHo-
Why 1 KIbYYHOM MHGPACTPYKTYPOM (HMP. BOjHU KOMaHAHW CUCTEMM, TPAHCMOPTHE
MpexXe M KOMYHMKALMOHM YBOPOBM). HacynpoT Tome, TakTuyko cajboep oaspahare
6aBn ce maruMm, Yewhum cajbep npeTama 1 nokylwajuma nHuntpauuje y mpe-
e kako 6u ce ocurypana HauuoHanHa 6e36e4HOCT y PasfMyMTUM CEKTopUMa TOKOM
mupHogonckor nepuoaa (China Aerospace Studies Institute, 2021: 243-244; China
Aerospace Studies Institute, 2022: 152; Beauchamp-Mustafaga, 2023: 104—105).

OcHoBHe ¢hopme cajbep opppahama cy: AeMOHCTpauuja TecThpama ohaH3nBHE
cajbep TexHomnoruje; 4eNMMUYHO OTKPUBAH-E jaBHOCTU Cajoep opyxja 1 onpeme nyTem
meawja; n3sohere onepaTuBHUX BexOuW y cajbep NpocTopy U OTKpUBaH-E jaBHOCTU
cajbep Hanaga koju cy Beh cnpoBeaeHu paHuje (Beauchamp-Mustafaga, 2023: 107)

HP Kuha je y noyeTky cnpoBoguna npuctyn Koju je 6uo ycpeacpeheH Ha pasBoj
aCMMETPUYHKX OhaH3MBHUX KanauuTeTta y cajbep npocTopy, Koju je MMao 3a Uuib Aa
OfBPaTV KOHBEHLMOHANHE Hanaae npukasyjyhu MoryRHOCT MacoBHOr cajoep yaapa.
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MefyTum, Kako je eHa aurutanHa nHpacTpykTypa pacna, nosehana ce un n3noxe-
HOCT cajbep npeThama, LWTO je A0BEeno A0 pasBujarba U AedaH3BHE KOMMOHEHTE.
BpemeHoM pa3Boj ogbpaHe W 3aluTUTe AUrUTanHUX CPeacTaBa nocTaje NpuopuTET,
noacTakHyT 6p3um pa3sojem VKT cektopa v MHTEH3UBHOM MefyHapOOHOM KOHKYpeH-
umjom y cajoep gomeHy (Zhang & Creemers, 2023: 10-21).

Ha nocnetky 0Bo je 3a ucxoq “marno 1 HoBy pechopMy OpraHu3aLMoHe CTPYKTY-
pe kuHecke Bojcke TokoM 2024. roguHe. Peopranusaumjom HP KuHa ykuHyna je T3B.
Crpateluke cHare 3a nogpLuky v 3acebHo hopmmpana cHare 3agyXeHe 3a CBemMMp,
CHare 3agyeHe 3a cajoep NpocTop, Kao OHE 3a MHGhOPMATUYKY NOAPLUKY M 0bjeantbe-
Hy normcTuyky nogpLuky. CHare 3a cajbep nogpLUKy cy Te Koje cnpoBoge oadpambeHe
1 ohaH3MBHE MHGOPMAaLIMOHe onepauyje, YKiby4yjyhn jayarse HaumoHanHe cajoep
rpaHuyHe oabpaHe, GrnaroBpemMeHO OTKpuBare U Ccy3bujare ynaga y padvyHapcke
Mpexe 1 oapXaBake HaLuMoHamHor cajoep cyBepeHuteta u uHcopmaumore 6esbes-
Hoctu (Ministry of National Defense, 2024).

3akbyyak

KMHeCKa cTpatervja oaspahata y cajoep NpocTopy OApaxasa HeHy LUMpY Bu-
3ujy ceeobyxBaTHe HauuoHarnHe 6e3befHOCTH, a Koja Harnallaea 3alwTuTy Bu-
TalHWX HaUMOHaMHUX UHTepeca, npe cBera TepuTopmjanHor UHTerpuTeTa u cysepe-
HWUTETa, YHYTpaLUke CTabWUITHOCTM CoumjanHor M NOMUTUYKOT MOpeTKa U EKOHOMCKU
pacT 1 pasBoj. KnHecku cTpaTeLLkn OKBUp yKasyje Aa je Bnajamwe UHMOopMaLmjCKum
[OMEHOM KIby4HO 3a 06e3befuBarbe CTpaTellke NPpeaHOCT Y epy fae Ce KOHTpona
HaJ MHdopMaLujama rotoBo m3jeiHayaBsa ca reornonuMTnYKom Monu.

Y oBom koHTekcTy HP KuHa nocmatpa cajbep npoctop kao KibyYHu OOMEH 3a
npojekuunjy Mohw, Harnawasajyhn BaxXHOCT KOHTpONe MHdopmaumja u passoja od-
aH3MBHMX 1 AeaH3nBHUX CMOCOBHOCTM Yy OBOM JOMEHY. 3a pasnuKy of 3amagHux
MpuUCTyna Koju NpoMOBULLY OTBOPeH U cnobogaH uHtepHeT, HP KuHa Ha oBaj gjomeH
rmega Kao Ha NPOAYXeTak CBOje CyBepeHe Teputopuje, rae je ApXaBHa KOHTpona
HEOMNXOAHA 3a 3aLUTUTY COLIMOEKOHOMCKE M nonuTuyke ctabunHoctu. OBa nepcnek-
TBa 06nuKyje HeHy cTpaTernjy cajoep ogBpahatba, Koja ce ¢hokycmpa Ha uHTerpa-
umjy cajbep onepaumja y LMpy OKBUP cTpaTelukor ogspahana. Kao Takso, cajbep
ofpahatse ce He TpeTvpa 13onoBaHo, Beh je MHTErpucaHo y Lmnpe KoHuenTe nHgop-
MaLMOHOr paToBaksa.
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Pe3sume

OBaj paj aHanuaupa kuHecku Mopen cajoep ogspahara y OKBUpY MHTErpuca-
Hor cTparteLukor oaspahama. [1pBo ce ncnuTyje eBonyLmja KOHLENTa Of HyK-
neapHor ka mehyaoMeHckoM, ca nocebHMM OCBPTOM Ha cajbep oaBpahame. 3atm
ce npukasyjy cneumUYHOCTM KMHECKOT NPUCTYNa, Kako KOHLEeNTy oaspaharka reHe-
panHo NocMaTpaHo, Tako 1 KOHKPETHOM KoHLUenTy oaBpahatka y cajéep npocTopy.

[anac ce ogBpahatse cBe ByLLE Ocnaka Ha xmbpuaHe 1 MefyoomMeHcke npuctyne
KOju KOMOMHYjy BOjHE, NOMUTUYKE, EKOHOMCKE M MHCDOPMaLIMOHE efeMeHTe, Npu Yemy
cajbep [OMeH 3ay3rma 3Ha4ajHO MecTo 360r CBOje CNOCOBHOCTY a NPOXUMa 1 yTrde
Ha ocTane fJOMeHe, Mafa 13a3oBwu nonyT npobnema atpubyuuje ycnes aHOHUMHOCTH
1 TEXHUYKE CMIOXEHOCTMW W Jarbe NPeAcTaBrbajy 3HauajHy Npenpeky 3a wero.y edu-
KaCHOCT.

KnHeckn koHuenT oaspahaka npeactaeiba je4MHCTBEH NPUCTYM KOju Ce, Mako ce
ocnara Ha 3anagHe Teopuje, npunarofaBa HaLMOHANIHOM CTPaTELLKOM KOHTEKCTY.
CneundryaH KMHECKM NPUCTYN OBOM KOHLIENTY nogpasymMeBa KOMOWHaUWjy 1 ene-
MeHTe oaBpahatrba, knacu4Ho cxaheHor, 1 NpuHyae (Mpucune), Te ce He orpaHnyasa
Camo0 Ha CcurHanusauujy Ofny4YHOCTW y NpuUMeHn cHara Beh nogpasymMeBa U HUXOB
aKTUBaH aHraxmad. lNopes TpaauLMOHanHNX HyKNneapHUX U KOHBEHLIMOHAMHKX cHara,
KUHECKM MPUCTYN YKIbydyje 1 pa3Boj aCUMETPUYHIX CNOCOBHOCTY y cajbep 1 cBemup-
CKOM [OMEHY, Kao W MpPUMEHY HEKOHBEHLMOHAMHWX cpeacTaBa nonyT eKOHOMCKUX
CaHKLja 1 QUMIIOMATCKMX aKTUBHOCTM, LITO pe3yNnTrpa pa3BojeM MHTErpucaHor cTpa-
Tewwkor ofspahaksa Koje ce 3acHMBa Ha KOHLIENTY ,,cBeobyXxBaTHe HaLMoHanHe Mohu”.

Y KMHECKUM 13BOpMMa, Y LLUMPEM CMUCITY, MHGOpMaLIMOHO oaBpaharke 13aBaja ce
Kao jegHa o KOMMOHEHTMW YKYMHOr cTpaTellkor ogspaharba, JOK Ce Y YXeM CMUcy
cajbep (MpexHo) ogBpahare nocmaTpa kao o0bnuk BojHor cykoba y cajbep npocTopy.
NHdpopmaumoHo ogepahare obyxsaTa kopuwwhere cajoep onepauuja, anv n apyrux
06nvKa MHGhOPMaLMOHOT paToBatba, Kao LUTO Cy ENEKTPOHCKO 1 ncmxonoluko. Cajoep
onBpahare KOHKPETHMjE Ce yCMepaBa, y CTpaTeLKOM CMUCITY, Ha CrpeyaBarbe Benu-
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Kux cajbep Hanaga Kpo3 AeMOHCTpaLmjy CnocobHOCTY 3a cnpoBofjewe 1 oabpaHy oa
MPEXHUX onepauuja, y3 jacHO UCKas3nBame CMPEMHOCTU 3a OAMA3y, a Y TaKTUYKOM
CMUCIY Ha CrpeYaBaHe MarbUx U y4ecTanujux cajoep npeTsn Y MUPHOLONCKUM YC-
nosuma.

KrbyuHe peun: odepaharbe, UHMezpucaHo cmpameuwko odepaharse, cajbep npoc-
mop, UHghopmayUoHo pamosare, cajbep odspahare, HapodHa Penybnuka KuHa
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HaK OTBOPEHOT NpucTyna u guctpubympa ce y cknagy ca nuueHuom Creative Commons
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bstract: This paper examines the Chinese approach to the con-
cept of deterrence in cyberspace. It first discusses the evolution
of the concept of deterrence—from nuclear to cross-domain—with par-
ticular attention to the notion of cyber deterrence. The paper then pre-
sents the specific features of the Chinese approach to deterrence and
how this concept is shaped in the People’s Republic of China in relation
to its strategic culture. The aim of the paper is to illustrate how the PRC
interprets cyber deterrence within the framework of its broader concep-
tion of integrated strategic deterrence, that is, how it conceptualizes de-
terrence in the cyber domain. The paper concludes that the PRC per-
ceives cyberspace as an extension of its sovereign territory, where the
strategy of cyber deterrence—integrated with other domains—serves to
protect vital national interests.
Keywords: deterrence, integrated strategic deterrence, cyberspace,
information warfare, cyber deterrence, People’s Republic of China

Introduction

he concept of deterrence has evolved from its nuclear roots into more complex

multidomain approaches, which include cyber deterrence as a key component.
The concept itself is subject to different interpretations, depending on the strategic
culture, geopolitical context, and technological development of the state applying it.
The Chinese approach to deterrence developed from nuclear deterrence in the 1970s
and 1980s, later expanding into other domains, including cyberspace. As an emerging
global power, the PRC has actively developed its own approaches to cybersecurity
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and deterrence. Its approach is deeply rooted in its strategic culture and is adapted to
contemporary technological advancements.

Chinese strategic thought emphasizes that modern societies, which rely on inter-
connected information infrastructures for essential services such as energy, finance,
healthcare, and military operations, are inherently vulnerable to systemic disruptions.
A major cyberattack could paralyze national computer networks, destabilize the econ-
omy, and trigger social unrest, thereby directly threatening the stability and sover-
eignty of the state. This vulnerability positions deterrence in cyberspace as one of the
imperatives of national defense and security—but also as an offensive instrument,
wherein the mere threat of destructive cyberattacks can deter adversaries from hostile
actions.

The increasing complexity of the concept of deterrence in the PRC has been
significantly influenced by overall technological advancement—both in conventional
weaponry and in cyber capabilities. Consequently, the PRC reexamines its strategic
deterrence through the argument that maintaining strategic stability in an era of rapid
technological change requires an integrated, multidomain approach that substantially
surpasses the traditional model of nuclear deterrence.

Conceptualization of Deterrence:
From Nuclear to Cyber Deterrence

As with many other concepts across various disciplines within the social sciences,
it is evident that there is no universally accepted or unambiguous definition of the
concept of deterrence. Numerous authors—both from theoretical perspectives and
among practitioners, including political and military strategists—define the concept
of deterrence, its types and variants, methods of application, means, and objectives
differently, based on varying criteria. All of this is conditioned by the specific historical
period in which the concept emerged and evolved, the particular context in which it
was applied, the distinct strategic cultures of the states employing it, as well as the
broader regional and global geopolitical circumstances and the level of technical and
technological development, particularly in the field of armaments. Regardless, the
underlying logic of the concept itself largely remains the same.

Put simply, the concept rests on the logic that one actor possesses a credible ca-
pability (ability or capacity) to dissuade another actor (the opponent) from undertaking
a specific hostile action by persuading them that the expected costs of such actions
outweigh the anticipated benefits (George & Smoke, 1974, p. 11; Freedman, 2021,
p. 2). Essentially, deterrence is based on influencing the decision-making process of
potential adversaries by shaping their perception of the cost—benefit balance of their
actions (Mearsheimer, 1983, p. 14; Nye, 2017, p. 53; Mazarr, 2021, pp. 21-23; Ko-
panja, 2022, p. 83).

The emergence of nuclear weapons after the Second World War required a more
profound theoretical examination of deterrence, resulting in the introduction of this
concept as a formal subject of academic inquiry within the field of strategic studies and
international relations. It is important to note that deterrence as a practice (deterrence
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as techne) existed long before the Second World War; however, it was only then that
the term acquired its linguistic expression—deterrence—as a defined concept (Ko-
panja & Aizenhamer, 2022, pp. 20-21).

Nuclear deterrence, understood as strategic deterrence, has over time been distin-
guished as the “pure” form of deterrence (George & Smoke, 1974, pp. 39, 46; Mueller,
2021, p. 49). The classic example is the concept of mutual assured destruction (MAD)
during the Cold War, when both the United States and the Soviet Union maintained
what was known as a second-strike capability to ensure retaliation in the event of a
nuclear attack (Ajzenhamer, 2024, pp. 43-67; Kosti¢ Suleji¢, 2024, pp. 19-21).

In the literature that emerged after the Second World War—throughout the Cold
War and continuing into the present—several phases in the development of the con-
cept have been identified, forming a periodization often described in terms of five
waves. Unlike the first three waves, which were primarily focused on nuclear and con-
ventional deterrence in the context of great power conflict, the fourth wave concentrat-
ed on asymmetric deterrence involving non-state actors such as “rogue states,” terror-
ists, insurgents, and ethnic conflict (Lupovici, 2010; Osinga & Sweijs, 2021, pp. ix—X;
Sweijs & Zilincik, 2021, p. 130; Michaels, 2024, pp. 1058-1059). The fourth wave was
subsequently complemented by a fifth, in which the relationships among great powers
and the Cold War concepts of deterrence once again became central—but in a new
and distinct context, particularly in relation to emerging technological trends such as
artificial intelligence (Al) and cyberspace (Michaels, 2024, pp. 1059, 1062—-1064).

During the Cold War, nuclear deterrence represented the dominant form of deter-
rence, whereas contemporary conceptions increasingly emphasize hybrid approaches
that combine military, political, economic, and informational elements (Vuleti¢, 2017).
With the rise of multidomain conflicts—those encompassing new threats across land,
maritime, air, space, and cyber domains—cross-domain deterrence has gained grow-
ing importance. This form of deterrence includes, as previously noted, threats in the
conventional, nuclear, cyber, and space spheres (Vuleti¢, 2017; Vuleti¢, Milenkovi¢, &
Buki¢, 2021, pp. 3-4).

According to Tim Sweijs and Samuel Zilincik, the focus on cross-domain deter-
rence arises from the challenges of integrating and synchronizing military operations
across different domains (land, air, sea, cyber, and space) and at various levels of
warfare (strategic, operational, and tactical). In addition, this shift reflects the increas-
ing prevalence of hybrid operations conducted within the “gray zone,” which employ
a combination of military and non-military means below the threshold of conventional
armed conflict and often without clear attribution (Sweijs & Zilincik, 2021, p. 131). A
key feature of this type of deterrence is that it involves the use of threats in one domain
to counter adversary activities in another (Lindsay & Gartzke, 2019, p. 4; Sweijs &
Zilincik, 2021, p. 133). A particular variant of this form of deterrence is further defined
as integrated deterrence (Gartzke & Lindsay, 2024, pp. 2-4).

According to the most recent approaches to the analysis of cross-domain and,
more specifically, integrated deterrence, the domain of cyberspace constitutes the
central—or nodal—domain, given its characteristic interconnection with all other do-
mains. For example, according to these perspectives, cyberspace—more precise-
ly, digital networks—serves as the connective tissue linking various types of military
capabilities across land, sea, undersea, air, atmospheric, and space environments
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(Gartzke & Lindsay, 2024, pp. 2—4). The importance of cyberspace also lies in the fact
that activities conducted within this domain can generate, or manifest, consequences
in physical form and in the real world—that is, across other domains (Schneider, 2019,
p. 98).

The perception of cyberspace as a distinct domain—the “fifth domain”—implies
that cyber operations can be treated both as an instrument of deterrence capable
of exerting influence across other conventional domains, on the one hand, and as
a domain from which such operations must themselves be deterred, on the other
(Schneider, 2019, pp. 98, 100). As Joseph S. Nye explains, cyber deterrence should
not be viewed in isolation from the broader spectrum of deterrence measures. Essen-
tially, just as a response to a land-based attack does not necessarily have to come
exclusively from land forces, a response to a cyberattack need not rely solely on cyber
means; in other words, it need not be confined to the cyber domain (Nye, 2017, p. 46).
For these reasons, cyber deterrence is predominantly understood through the lens of
multidomain deterrence.

Despite the lack of consensus in the literature regarding whether deterrence in
cyberspace is even achievable, it nevertheless appears as a potential means of re-
sponding to malicious activities within the cyber domain, often drawing upon the tradi-
tional approaches, mechanisms, and logic of the deterrence concept.

In essence, cyber deterrence primarily relies on two fundamental deterrence
mechanisms: the mechanism of denial (strengthening defenses so that attacks be-
come ineffective) and the mechanism of punishment (threats of retaliatory measures).
In addition, the development of international norms and agreements contributes to
shaping expectations of acceptable behavior in cyberspace (Nye, 2017, pp. 54-62).
According to Nye, an additional mechanism applies in cases where actors are closely
connected and interdependent—economically, politically, or in other ways—so that an
attack on one could also impose significant costs on the attacker. Even if an adversary
believes it can successfully carry out an attack without facing direct retaliation, the
potential loss of mutually beneficial relationships may itself serve as a powerful means
of deterrence (Nye, 2017, p. 58).

As previously noted, cyber deterrence possesses its own specific characteristics
that distinguish it from other forms of deterrence. One of the most frequently empha-
sized among these is the problem of attribution—that is, the challenge of clearly iden-
tifying the attacker, primarily due to technical complexity. Anonymity in cyberspace
poses significant challenges to identifying the origin of cyberattacks. Attackers can
conceal their identities or falsely claim to act on behalf of others, thereby complicat-
ing precise attribution. Furthermore, the process of gathering evidence to trace such
attacks often takes considerable time, delaying responses and weakening efforts to
deter future attacks. Non-state actors and proxy groups further complicate the ef-
fectiveness of deterrence in this domain, as they can operate outside the traditional
frameworks of state-based deterrence. Additionally, the rapid evolution of technology
creates an asymmetric battlespace, where offensive capabilities often surpass defen-
sive measures (Libicki, 2009, pp. xvi, 41-52; Nye, 2017, pp. 49-52; Sweijs & Zilincik,
2021, p. 134).
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The Specificity of the Concept of Deterrence
in the People’s Republic of China

The concept of deterrence is interpreted in different ways depending on the
strategic culture and local specificities of individual countries. Although it often draws
upon Western theories, within the PRC the concept acquires distinctive characteristics,
adapting to national conditions. As Jeffrey H. Michaels observes, in countries such as
India and the PRC, deterrence scholars develop specific approaches that reinterpret
and modify Western concepts in order to align them with local security challenges and
strategic objectives (Michaels, 2024, p. 7).

Similar to the Western perspective, the Chinese understanding of the concept of
deterrence was primarily grounded in the notion of nuclear deterrence and, as such,
matured during the 1970s and 1980s. Since the 1990s, there has been a proliferation
of both academic and practical (political and military) sources that have developed
the Chinese view—above all, regarding nuclear deterrence. It is important to note that
the Chinese approach to nuclear deterrence is based on a defensive nuclear strategy
embodied in the policy (doctrine) according to which the PRC would employ nuclear
weapons only in the event that it were attacked first—commonly known as the no-first-
use policy (Leveringhaus, 2023).

The concepts of deterrence, as understood in the People’s Republic of China,
encompass both elements of deterrence and elements of coercion. Within the Chinese
strategic framework, deterrence is a concept that transcends the mere prevention
and dissuasion of adversaries from acting; beyond that, it also aims to compel them
to change their behavior. According to many scholars, this differs from the Western
conceptualization of deterrence, where the concept is typically viewed as discouraging
adversaries from undertaking undesirable actions—that is, as a mechanism for
maintaining the status quo (Chase & Chan, 2016, p. 4; Cheng, 2017, p. 151; Cheng,
2021, pp. 178-179; Kaufman & Waidelich, 2023, pp. 9-10; Beauchamp-Mustafaga,
2023, p. 100).

Essentially, the Chinese understanding of successful deterrence involves not only
signaling resolve but also the actual employment of forces. The Chinese approach
to deterrence is based on the notion that the credibility of deterrence increases as it
approaches real outcomes—meaning that deterrence signals must closely reflect the
realities of warfare. This approach is demonstrated through actions that may include
real kinetic or cyber warning strikes intended to convey the utmost determination of
the deterring side (Kolton, 2017, p. 133; Cheng, 2021, p. 184).

In the Chinese approach, effective deterrence rests upon three components. First,
the state must possess credible capability—tangible means and technology—to carry
out any threat or retaliatory action. Second, there must exist a clear and resolute
commitment to undertake such actions if provoked, which reinforces the authenticity
of the threat. Finally, this capability and commitment must be effectively communicated
so that potential adversaries are fully aware of both the means and the readiness of
the deterring side to act (China Aerospace Studies Institute, 2022, p. 127; Kaufman &
Waidelich, 2023, p. 12).
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Another significant feature of the Chinese approach to deterrence is that deterrence
is not an end in itself but rather a means for achieving broader national interests and
objectives. More precisely, within the Chinese framework, deterrence is employed
not only to prevent adversary actions in specific domains but also as a strategic and
tactical instrument for attaining predetermined political goals (Cheng, 2021, p. 179).

The evolution of China’s concept of deterrence has been influenced primarily by the
perception that the People’s Republic of China is not technologically advanced enough
in comparison with other major powers—meaning that the credibility of its deterrent
potential is constrained by the level of its technological development. Furthermore, the
PRC perceives the actions of the United States, particularly its strategic and extended
deterrence, as instruments of hegemony aimed at preserving American dominance
in the Asia-Pacific region. China interprets this strategy as a method of containment
designed to limit its development and regional influence. In response to these factors,
the PRC has revised its understanding of deterrence, turning toward the development
of asymmetric capabilities (e.g., cyber weapons, space technologies), thereby
strengthening the multidomain perspective of deterrence (Lindsay & Gartzke, 2019,
p. 12; Morgan, 2019, p. 55). This includes the expansion and diversification of its
nuclear arsenal, the enhancement of missile defense systems, and the development
of advanced cyber and space capabilities as complements to traditional deterrence
instruments (Kaufman & Waidelich, 2023, p. iii).

Changes in the understanding of the concept of deterrence entailed a broadening
of the domains encompassed by the concept, ultimately resulting in the development
of the so-called integrated strategic deterrence concept. This involved emphasizing the
importance of combining multiple forms of deterrence—nuclear, conventional, space,
and informational deterrence. In addition, the concept highlights the significance
of synergy between military and non-military (civilian) elements of national power.
Ultimately, this framework incorporates military, political, economic, diplomatic,
scientific, technological, informational, and cultural instruments of national power
(Chase & Chan, 2016; Chang, 2021, p. 180).

Building on these foundations, in recent years the People’s Republic of China
has expanded its deterrence strategy to include a range of nonconventional means—
such as economic sanctions, diplomatic initiatives, and influence over the information
environment—directed not only at other states but also at non-state actors, including
multinational corporations, international organizations, civil society groups, and
individuals (Odell, 2023, p. 45).
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Cyber Deterrence as a Component
of Integrated Strategic Deterrence in the
People’s Republic of China

With respect to cyberspace, cybersecurity, and cyber deterrence, some scholars
argue that this domain—compared with others—is the one most frequently interpreted
and practiced differently across various states and their respective strategic contexts
(Gjesvik, 2018, p. 174).

The People’s Republic of China perceives cyberspace as an extension of its sov-
ereign territory—that is, as a domain in which strict state control is deemed essen-
tial for protecting vital national interests, particularly social stability, sovereignty, and
security. For this reason, China actively advocates at the international level for the
establishment of new norms to regulate this field, based on a state-centric approach
and the application of the principle of state sovereignty within these domains as well—
often referred to as “cyber sovereignty” (Kolton, 2017, pp. 126—130; Gjesvik, 2018, pp.
175-177; State Council Information Office, 2023; Creemers, 2024).

In official Chinese documents, cyberspace is explicitly defined as a domain encom-
passing national interests and issues of national security (State Council Information
Office, 2015; State Council Information Office, 2019). Unlike the Western perspective
on cybersecurity, which often emphasizes strictly technical aspects, the Chinese ap-
proach incorporates economic, cultural, political, and other dimensions. This broader
perspective is grounded in the concept of comprehensive national security, wherein
the protection of information and communication infrastructure is inseparable from
the preservation of political and overall socioeconomic stability (Zhang & Creemers,
2023, p. 10).

Another important aspect for understanding the role of cyberspace in safeguarding
vital national interests is the concept of civil-military fusion as a strategy for integrating
military and civilian resources. In 2015, President Xi Jinping elevated this strategy
to the national level, particularly emphasizing the importance of information technol-
ogies. He underscored that the fields of cybersecurity and informatization are key
components of this fusion (Doshi et al., 2023).

The conceptualization and practical application of cyber deterrence in the People’s
Republic of China are inherently connected to—and can only be interpreted in relation
to—China’s understanding of other related concepts, such as information space, se-
curity, and warfare, or network space, security, and warfare. In fact, Chinese military
doctrine situates cyberspace and cyber warfare within the broader framework of infor-
mation warfare and the information domain (Schneider, 2019, p. 99). Cyberspace is
regarded merely as a subset of the information space and is not treated as a separate
domain from it (Giles & Hagestad, 2013). It is important to note that there is no clear
distinction in the meaning of these terms, as the terms cyber and network are often
used interchangeably in Chinese military terminology, whereas information serves as
the overarching term. Thus, information warfare encompasses cyber operations, elec-
tronic warfare (disruption of the electromagnetic spectrum), and psychological oper-
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ations (narrative control) (Vuleti¢ & Stanojevi¢, 2022, pp. 57-60; Zhang & Creemers,
2023, p. 45).

In official Chinese documents and analyses—predominantly from military circles—
information deterrence is identified as one of several components of overall strategic
deterrence, while cyber (network) deterrence is delineated as a form of military con-
flict within cyberspace, with the explicit indication that it can also be employed during
peacetime (China Aerospace Studies Institute, 2021, pp. 243-244; China Aerospace
Studies Institute, 2022, pp. 130, 152).

As one of the significant segments of China’s deterrence strategy, information
deterrence extends beyond the cyber realm to encompass broader information op-
erations. This concept includes the use of cyber operations and other forms of in-
formation warfare to compel adversaries to act in ways consistent with the country’s
defined political objectives. Such operations involve a wide spectrum of activities,
including computer network attacks, computer network defense, as well as electronic
warfare, psychological operations, camouflage, concealment and deception, and ki-
netic strikes on information and communication networks and command-and-control
facilities (Cheng, 2016; China Aerospace Studies Institute, 2022, p. 130).

Information deterrence combines deterrence and compellence, targeting adver-
sary actions in conventional domains by means of cyber tools, rather than deterring
them solely within the information domain. This approach reflects Chinese strategists’
belief in the applicability of a so-called deterrence ladder used in other domains,
whereby the gradation of information deterrence ranges from the lowest level—mere
demonstration of cyber capability—to the highest level—actual offensive operations
designed to achieve the desired deterrent effects (Zhang & Creemers, 2023, p. 17).
Thus, escalation to direct military action becomes a last resort.

From the Chinese perspective, information deterrence has three primary charac-
teristics. First is permeability: because of the very nature of information, information
deterrence can transcend traditional military domains and penetrate political, eco-
nomic, scientific, cultural, technological, and psychological spheres. Second is inde-
terminacy, arising from the problem of attribution—information attacks often originate
from ambiguous sources. Third is the multiplicity of forms of information deterrence,
ranging from “soft” methods such as malware, data manipulation, and electronic espi-
onage to “hard” kinetic attacks on information infrastructure (China Aerospace Studies
Institute, 2022, p. 130).

According to Chinese sources, information deterrence is classified—alongside
other forms of deterrence (nuclear, conventional, and space)—as a component of
overall strategic deterrence. This suggests that deterrence in cyberspace holds equal
importance to nuclear deterrence due to its immense destructive potential (China Aer-
ospace Studies Institute, 2022, p. 128).

Dean Cheng concludes that, in the case of information deterrence as well, the
Chinese approach is based on the logic that deterrence is intended to enable the de-
terring side to achieve a specific political objective, rather than merely to prevent the
opposing side from undertaking actions within the information domain (Cheng, 2021,
pp. 188-189).
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In addition, Chinese sources further define cyber deterrence as the prevention of
large-scale cyberattacks through the demonstration of a nation’s capability both to
conduct and to defend against network operations, accompanied by a clear expres-
sion of readiness to retaliate. It focuses on deterring network attacks that could cause
significant damage, primarily those originating from hostile states or terrorist organi-
zations, thereby protecting national security and developmental interests. This form of
deterrence is not confined to the use of cyber weapons, as it encompasses a diverse
range of deterrent instruments, including traditional military forces (China Aerospace
Studies Institute, 2021, p. 244; Beauchamp-Mustafaga, 2023, pp. 103-104).

While earlier approaches to cyber deterrence focused exclusively on deterring
large-scale cyberattacks (strategic cyber deterrence), later perspectives within Chi-
nese strategic thinking distinguish, in addition to the strategic level, cyber deterrence
at the tactical level. Strategic cyber deterrence involves the threat and demonstration
of capabilities to conduct cyber operations against an adversary’s key computer net-
works, such as those associated with national security and critical infrastructure (e.g.,
military command systems, transportation networks, and communication nodes). In
contrast, tactical cyber deterrence addresses smaller, more frequent cyber threats
and infiltration attempts aimed at ensuring national security across various sectors
during peacetime (China Aerospace Studies Institute, 2021, pp. 243-244; China Aer-
ospace Studies Institute, 2022, p. 152; Beauchamp-Mustafaga, 2023, pp. 104-105).

The primary forms of cyber deterrence include: demonstrating and testing offen-
sive cyber technologies; partial public disclosure of cyber weapons and equipment
through the media; conducting operational exercises in cyberspace; and revealing to
the public cyberattacks that have already been carried out (Beauchamp-Mustafaga,
2023, p. 107).

Initially, the People’s Republic of China adopted an approach focused on the de-
velopment of asymmetric offensive capabilities in cyberspace, designed to deter con-
ventional attacks by demonstrating the potential for a massive cyber strike. However,
as its digital infrastructure expanded, its exposure to cyber threats also increased,
leading to the development of a defensive component. Over time, the advancement
of defense and protection of digital assets became a priority—driven by the rapid
growth of the information and communication technology (ICT) sector and by intense
international competition in the cyber domain (Zhang & Creemers, 2023, pp. 10-21).

Ultimately, this development culminated in a new reform of the organization-
al structure of China’s armed forces in 2024. Through this reorganization, the PRC
abolished the so-called Strategic Support Force and separately established forces
responsible for space, cyberspace, information support, and integrated logistical sup-
port. The Cyberspace Support Force is tasked with conducting both defensive and
offensive information operations, including strengthening the nation’s cyber border
defense, promptly detecting and countering intrusions into computer networks, and
maintaining national cyber sovereignty and information security (Ministry of National
Defense, 2024).

11/63



VOJUNO DELO, 3/2025

Conclusion

hina’s strategy of deterrence in cyberspace reflects its broader vision of com-

prehensive national security, which emphasizes the protection of vital national
interests—above all, territorial integrity and sovereignty, internal stability of the social
and political order, and sustained economic growth and development. The Chinese
strategic framework indicates that mastery of the information domain is essential for
securing strategic advantage in an era where control over information is increasingly
equivalent to geopolitical power.

In this context, the People’s Republic of China views cyberspace as a key domain
for the projection of power, underscoring the importance of information control and
the development of both offensive and defensive capabilities in this realm. In contrast
to Western approaches that promote an open and free internet, the PRC regards
cyberspace as an extension of its sovereign territory, where state control is deemed
necessary to safeguard socioeconomic and political stability. This perspective shapes
its cyber deterrence strategy, which emphasizes the integration of cyber operations
within the broader framework of strategic deterrence. As such, cyber deterrence is
not treated in isolation but is instead embedded within wider concepts of information
warfare.
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Summary

his paper analyzes the Chinese model of cyber deterrence within the framework

of integrated strategic deterrence. It first examines the evolution of the concept
from nuclear to cross-domain deterrence, with particular attention to cyber deterrence.
It then outlines the specific features of the Chinese approach, both to the general
concept of deterrence and to the specific notion of deterrence in cyberspace.

Today, deterrence increasingly relies on hybrid and cross-domain approaches that
combine military, political, economic, and informational elements. Within this context,
the cyber domain occupies a significant position due to its capacity to permeate and
influence other domains, although challenges such as attribution—stemming from
anonymity and technical complexity—continue to pose substantial obstacles to its
effectiveness.

The Chinese concept of deterrence represents a distinctive approach which, while
drawing upon Western theoretical foundations, is adapted to the national strategic
context. This specific approach combines elements of deterrence, traditionally under-
stood, and coercion, and it extends beyond the mere signaling of resolve to use force,
encompassing the actual employment of capabilities. In addition to traditional nuclear
and conventional forces, the Chinese model incorporates the development of asym-
metric capabilities in the cyber and space domains, as well as the use of nontraditional
instruments such as economic sanctions and diplomatic measures. These elements
together contribute to the formation of an integrated strategic deterrence framework
based on the concept of comprehensive national power.

In Chinese sources, information deterrence is broadly identified as one of the com-
ponents of overall strategic deterrence, while in a narrower sense, cyber (network)
deterrence is viewed as a form of military confrontation in cyberspace. Information
deterrence encompasses the use of cyber operations alongside other forms of infor-
mation warfare, such as electronic and psychological operations. Cyber deterrence,
more specifically, focuses at the strategic level on preventing large-scale cyberattacks
by demonstrating capabilities for conducting and defending against network opera-
tions, accompanied by a clear expression of readiness to retaliate, while at the tactical
level it seeks to prevent smaller and more frequent cyber threats during peacetime
conditions.

Keywords: deterrence, integrated strategic deterrence, cyberspace, information
warfare, cyber deterrence, People’s Republic of China
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